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1. BeepeHue

HacTrosiee pyKOBOZACTBO COLEPKUT ONMUCAHUS TeCTOB, CXeMbl ITIOAK/IIOUEHUS U CLieHapuu
TeCTMpOBaHMs Aj1s1 aHanm3aTopa ceteit Ethernet bepkyT-ET.

HomnonuuTtenbHas uHGopMalusi 06 yCTPOCTBe MPUBeAeHa B PYKOBOJCTBAX, BXOISIINX
B KOMILIEKT [TOCTABKU:

— «Tecrep-ananusatop cereit Ethernet Bepkyr-ET. KpaTkoe  pyKOBOJCTBO
T10 SKCIITyaTalum»

— «Tecrep-ananusatop cereit Ethernet bepkyT-ET. PyKOBOACTBO MO CTPYKType MEHIO»

— «Tecrep-ananusatrop ceteit Ethernet BepkyT-ET. PykoBoacTBO 10 KOMaHIam
YOQJIEHHOTO YITPaBIEHUS»

Ipumeuanue. Tlepen HauasoM pabOThI C MPMOOPOM PEKOMEHIYETCS M3YIMTh KpaTKoe
PYKOBO/ICTBO IT10 3KCILTyaTallM.



2. YcnoBHble 0603Ha4YeHUs1 U COKpaLLeHuUs

B Tekcre pykoBoiacTBa 6e3 pacmm@poBKM OyAyT MPUMEHSITbCSI COKpaIleHMs,
NIpUBeIEHHbBIE B TabGIMIIE HIIKE.

Tabnuya 2.1. CokpaweHus

CokpauieHme KommeHTapuit

DUT Device under test (TecTupyemoe yCTpPOiCTBO)

NUT Network under test (TecTupyemast ceTb)

SLA Service Level Agreement (CoriaiiieHe 06 ypoBHe 00C/Ty>KMBaHMS)
QoS Quality of Service (KauecTBO 06C/TysKMBaHMSI)

[TK [TepcoHa/NIBbHBIN KOMIIBIOTED

1o [TporpaMMHOe obecrieueHme




3. Metoauka RFC 2544

Metonuka RFC 2544 [1] onipenensieT Ha6Op TECTOB, KOTOPbIE UCIIOIb3YIOTCS TIPU OI[€HKE
BaKHENIINX ITapaMeTPOB CeTeBbIX YCTPOVICTB U MPOBEPKE COOTBETCTBUS IMPEAOCTaBISIEMbIX
YCIYT XapaKTepUCTUKaM, KOTOpble OroBapuBawmTcs B SLA Mexay omnepaTtopamy CBSI3U
U KIIME€HTaMMU.

[Tpu6Op 103BOISIET TTPOBOAUTD YEThIPE CTAHAAPTHBIX TECTA COIJIACHO PEKOMEHIAIMSIM
RFC 2544: aHanmmu3 MOPOITYCKHOM CIOCOGHOCTM, 3aAepsKKy, YPOBHSI IIOTEPh KaapoB
U IIpefebHOM Harpy3Ku.

3.1. AHanu3 NnponycKHOM CNOCOBHOCTH
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V1, V2 - ckopocThb nepenaun JJaHHbIX

PucyHok 3.1. AHanu3s nponyckHol cnocobHocmu

Ipumeuanue. AHanmM3 MPOMYCKHOM CIIOCOOHOCTM TPOBOAUTCS C IEIbI0 OIpeeIeHNs
MaKCYMaJTbHO BO3MOKHOJ CKOPOCTY KOMMYTALIMM JJISI CETEBBIX 3JIEMEHTOB B TPAHCIIOPTHBIX
cetax Ethernet.

[IpomyckHasi ClIOCOGHOCTh — MaKCHMMaJjbHasi CKOPOCTh Tepefauy JaHHbIX, HA KOTOPOit
KOJINYeCTBO KaApoB!, mpomenimmnx yepes DUT, paBHO KOAMYECTBY KaJgpOB, OTIIPABIAE€HHbBIX
eMy C TeCcTUpyIoIero obopymoBanus. [Ipy aHanm3e MpoITyCcKHOM CITOCOOHOCTY UCTIONb3YeTCs
MeToH, 6MHAPHOTO MOMCKa.

[lnst ornipeiesieHs ITPOITYCKHO¥ CITOCOOHOCTY HEKOTOPOE KOJMUYeCTBO MaKeTOB ¢ 3aJaHHO
ckopocTeio Tniepenaércss Ha Bxon DUT (puc. 3.1). 3aTeM MNOACUUTHIBAETCS KOJIMYECTBO
MaKeTOB, NpullieAInxX ¢ BbixogHoro rnopta DUT. Eciit oHO oka3bpIBaeTCs paBHbIM KOJIMYECTBY
OTIIPaBJIEHHBbIX MAKETOB, TO TECT 3aBepIIaeTcs], TaK KaK OKOHYMJICS YCIIENTHO Ha 3aJaHHOM
10JIb30BaTe/IeM CKOPOCTH.

Eciu KoOMMuyeCTBO TMPUHSITBIX I[IAKeTOB OKa3blBAaeTCsl MeHblle, YeM KOJIMYeCTBO
repefaHHbIX, TO HAUYMHAETCS IMOMCK MaKCHMMa/IbHO BO3MOKHOV CKOPOCTM, Ha KOTOPOJ
OTCYTCTBYIOT IIOTE€pPU: TEKyIllasi CKOPOCTb YMEHbILAeTCs BIABOEe, U TeCT nmoBTopsieTcs. Eciaun
B XOJle HOBOIO TeCTa II0Tepb HeT, CKOPOCTb YBeINYMBAETCS Ha II0JIOBMHY, COIVIACHO
aJropuUTMy 6MHapHOro nmoucka. Eciu nmorepu 66U — CKOPOCTh YMeHblIIaeTcst BaBoe. ITocie

1 TEpMI/IHbI Kaap M I1akKeT B OIIMCAHMAX TeCTOB SIBJIAITCA CMHOHMMAaMM.



M3MEHEeHUsI CKOPOCTU TeCT MOBTOpseTCs. VM3MepeHus BBINOJHAKTCSA OO TeX IOop, IOKa
He OyZmeT HaiileHO 3HaueHMe, OJM3KOe K 3HAUEHUIO [eMiCTBUTEIbHON IIPOITYCKHOIA
CITOCOOHOCTY C TOUYHOCTHIO, YKa3aHHOV B HACTPOIKax TecTa.

3.2. AHanus 3apepxKKu

Ta

- KaJp ¢ METKOI

PucyHok 3.2. AHanu3 3adepiku

Ipumeuanue. AHanu3 3aepsKKY MO3BOJISIET OLIEHUTH BPeMs, KOTOPOe HeoO6X0auMO Kaapy
IJIST TIPOXOXKIEHMS OT MCTOUHMKA K ITOTy4aTe o 1 00paTHO. MI3MeHeHMe BeJIMUMHbBI 3a1eP5KKI
MOKeT IMPUBOINUTD K ITpobeMaM B paboTe cepBIUCOB peaJbHOTO BpeMEHM.

[Ipu aHanM3e 3aJepsKKM [AJI KaKIOro pasMepa IakeTa Ha 3aJaHHONM (MM ITOJTy4eHHOI
B pe3yibTaTe TecTa «IIpoIycKHasi CIOCOGHOCTb») CKOPOCTM OTIIPAB/SETCS MOTOK KaJpOB,
aIpeCOBAHHBIX ITOJyYaTeN0. B IMakeThl BCTABJSIIOTCS METKM OmpeneaeHHoro Qopmara.
Ha mepepatolieit CTopoHe 3amucbiBaeTcs 3HaueHne Ta — BpeMsi, K KOTOPOMY ITaKeT ¢ MEeTKOIA
OB TIOJIHOCTBIO TiepefaH. Ha NMpuEMHOI CTOpOHE OIpenessieTcsl MeTKa UM 3aIlMChIBAeTCS
3sHaueHue Tb — Bpems NpuéMa IakeTa ¢ MeTKOJ. 3ajiepskKa MpeACcTaB/seT co00ii pasHUILY
3HaueHuit 3TUX MeToK: Tb - Ta. 1o pe3ynbTaTaM aHaaM3a BEIUMCISETCS CPeIHSIS 3a1ePXKKa.



3.3. AHanu3 ypoBH$l NnoTepb Kaapos
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X]%, Xz% — HOTEPH MPH COOTBETCTBYIOLICH HATPY3Ke

PucyHok 3.3. AHanu3 ypoeHs nomeps kadpos

Ipumeuanue. AHanu3 ypoBHS MIOTEPb KaJAPOB HEOOXOAMM [IJIsI IPOBEPKY CIIOCOOHOCTY CETHU
MOAIepsKMBATh MPUIOXKEHMSI, KOTOpble paboTalOT B peajbHOM BpeMeHM (6e3 BO3MOKHOCTU
TIOBTOPHOJ Tepenaun), TakK KaK OOJIbIION IMPOIEHT MOTEPh KAJIPOB MPUBEAET K YXYAIIEHUIO
KayecTBa cepBuca. JJaHHbI TeCT MO3BOJISIET PAaCCUYMTATh MPOLIEHT KaJIpOB, KOTOPbIe He ObUIN
repeiaHbl CeTEBbIM 3JIEMEHTOM IPU MOCTOSIHHOM Harpyske M3-3a HeJoCTaTKa allfapaTHbIX
pecypcos.

[Ipu aHanuse ypoBHS 1oTepb Kaapos Ha Bxoh DUT Ha 3amaHHON HAYa/IbHOWM CKOPOCTU
MOChIIAETCS HEKOTOPOEe KOJIMUYEeCTBO KaApoB (input count) M MOACYUTHIBAETCSI KOJIMYECTBO
[aKeToB, npuinenmmux ¢ BeixogHoro nopra DUT (output count). McrmibiTaHUS TOBTOPSIOT,
YMeHbIIIasi CKOPOCTh TECTOBOTO IMOTOKA A0 3aJaHHOTO KOHEYHOIO 3HAueHMs, IMOKa B ABYX
TIOMBITKAX IIOAPSIA He OymeT IOTEePSIHO HM OJHOrO Kajapa. YpOBeHb IOTeph KaapoB
paccumnThIBaeTcs o ¢popmyiie:

100 X (input count — output count)

(input count)

3.4. AHanus npeaenbHOMU HarpyskKu
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PucyHok 3.4. AHanus npedenvHol Hazpy3ku



Ilpumeuanue. AHaNN3 TpeleNbHOM HArpy3KM IIO3BOJISIET OLEHUTh BpeMsi, B TeueHue
KOTOPOT'0 YCTPOMCTBO CIIPABJISIETCS C MAKCUMMAaJIbHOM HArpy3KO¥i.

[Tpu ananuse npepenbHOM Harpy3ku Ha Bxoh DUT oTcbuiatoTCS Kagpsl ¢ 3a0aHHON (MU
TOTYYeHHOJ B pe3ysbTaTe TecTa «[IpormyckHast CHOCOOHOCTh») CKOPOCTDIO M TTOACUNTHIBAETCS
KonmyecTBO mnaketoB ¢ Bbixoga DUT. Ecaium OHO OKa3bIBaeTCs pPaBHBIM KOJUYECTBY
OTIIPaBJIEHHBbIX KaJpOB, TO TeCT 3aKaHUYMBaeTcs. Eciau ke KOIMYeCcTBO MakKeTOB Ha BBIXO[E
DUT meHblile yucia OTIIPABIEHHBIX, TO BpeMsl YMEHbIIAeTCs U TeCT IIOBTOPSIETCS.
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4.Y.1564

OcHoBHOJ 3amaueit mpu TectupoBauuu Ethernet-cereit sBisieTcs1 omnpeaeseHue
COOTBETCTBUSI TIPeNOCTaBsIeMbIX YCIyT (Harpumep, Buaeo, TenedOHUM, 3I€KTPOHHOI
MOYTHI, OHJIAMH-UTP U T.O.) XapaKTePUCTUKAM, KOTOpbIe OrOBapMBAKOTCS B COIJIAIIEHUU
00 ypoBHe obcaykuBaHusi (SLA — Service Level Agreement) Mexxmy ollepaTopaMy CBSI3U
" KineHTaMu. Ha mepBom MecTe CTOSIT BOITPOChI 0OecrieyeHys TapaHTMPOBAHHOTO KauecTBa
obcayskmBanus (QoS — Quality of Service), kKoTopoe xapakTepusyeTcsl pasIUUYHBIMU
rokasareysimu (CM. pasgein 4.1). B HacToslee BpeMs CYIeCTBYeT IB€ OCHOBHbIE METOIUKN
17151 oueHKM 3Tux napameTpoB — RFC 2544 [1] u ITU-T Y.1564 [5] (cpaBHeHMe MeTOAMK
IIpUBeJeHO B pasneie 4.2).

4.1. Noka3aTenu KayecTBa

OcHOBHbI€ ITOKa3aTe/1 KauecTBa IpegocTtasisemoro cepBuca’ (SAC — Service Acceptance
Criteria):

1. FTD (Frame Transfer Delay) — 3agepskka paciipocTpaHeHMsI KaJipOB.

2. FDV (Frame Delay Variation) — oTk/IOHeHMe 3a7iep5KKM pacIpOCTpaHeHUsT KaIpOB.

3. FLR (Frame Loss Ratio) — ypoBeHb 1oTepb KaJipoB.

4. CIR (Committed Information Rate) — rapaHTupoBaHHas II0JI0CA ITPOITYCKAHMS [IJIST
cepBuca.

5. EIR (Excess Information Rate) — makcumasbHO goryctuMoe npebiiieHne CIR.

6. M-dakTop — MaKCMMaJIbHO AOITyCTUMOe mpeBbiliieHre BeanurHbl CIR+EIR.

4.2. CpasHeHue RFC 2544 u ITU-T Y.1564

Metoguka RFC 2544 O6buta co3maHa OIS TECTUPOBAHMUSI  MaKCUMAaIbHOI
MIPOU3BOIUTEILHOCTI CETEBOTO 00OPYIOBAaHMS U MOAXOONUT IIJisl OLIEHKM 3TOTO MapaMeTpa
B CJIydyae OTAEe/JbHOr0 KaHa/la WM yCTpoiicTBa. Ho ¢ mosiBjieHMeM B KaHajlaxX pa3jMYHBIX
CJIYKO, paboTaronnx OJHOBPEMEHHO, BISIBUIICS PSI HeJIOCTATKOB METOIVKMA.

Pexomengaimsi ITU-T Y.1564 yuuTbiBaeT 39TM HeOOCTaTKM U OpUEHTUPOBaHA
Ha TECTMPOBAHME MY/IbTUCEPBUCHBIX CeTeli, II03BOJISII IPOBECTM OBICTPYIO OIIEHKY
COOTBETCTBUS ceTu TpeboBaHMsIM SLA.

[TapameTp RFC 2544 ITU-TY.1564
N3mepenune FTD v v
Nsmepenne FDV3 — N
N3mepenne FLR N N

2 TepMUHBI «yCITyTa», «CIY>KO0a» U «CEPBUC» B JTAHHOM OMMCAHUM SIBJISIIOTCSI CMUHOHMMAaMMU.
® Bemmumua FDV sBiseTcsl KIOUYeBBIM IMapameTpoM Ayt VoIP/IPTV u ucromb3yeTcsl MpU HACTpOIKe
oydepusaunm Tpaduka.
11



[TapameTp RFC 2544 ITU-TY.1564

Ananus OOHOBPEMEHHON | — N

paboThl HECKOIBKUX CITY3KO

Bpemst TecTupoBaHMsI [t IpoBepKuU [l ipoBeieHNs TecTa
coorBeTCcTBUS SLA KOH(Urypauyum ogHoM
TpebyeTcs IPOBECTU ycJIyTu TpebyeTcs He 6oiee
10CJIeIOBATEIbHOCTD 6 MUHYT. [IINTETBHOCTD
MTOBTOPSIIOIINXCS TECTOB. TeCTa MPOM3BOIUTETIHBHOCTY
B cBSI31 € 9TUM MOKeT ObITh 3a7jaHa
TEeCTUPOBAHME MOXKET OT HECKOJIbKMX CEKYH/I
3aHSTH IIPOIOKUTEIbHOE 110 HECKOJIBKMX CYTOK.
BpeMs.

Takum o00pa3oM, TeCTMpOBaHME II0 pekoMeHaanuyu Y.1564 I03BOJIsSeT OJSHO3HAUYHO
orpeneauTb COOTBETCTBME KaHa/a ITapaMeTpaM, 3asiBJleHHbIM B SLA, a Takke CyIIeCTBEHHO
COKPaTUTh BpeMeHHbIe 3aTpaThl HA aHAIMU3 3a CUET OJHOBPEMEHHOI OLIEHKM HECKOJbKUX

CITY3KO.

4.3. TecTbl KOHPUrypaumm

TecTbl KOHUTYpaIM COCTOIT U3 TpeX He3aBUCKUMbIX TecTOB — CIR, EIR u Traffic Policing.
C X MOMOIIbIO KXKABIN CEPBUC IIPOBEPSIETCSI HA COOTBETCTBME 3alaHHBIM ImapameTpam SAC,
a Takke OILleHMBAETCSI, OCTAETCS /M MPOMYCKHAsI CIIOCOOHOCTh B YCTAHOBJIEHHBIX Mpefeax
Mpy yBeJIMdeHUM Harpys3ku. llenb — yOeauTbCSI B TOM, UTO HACTPOVIKM CETU TIO3BOJISIIOT
KOKOOMY  CcepBUCY paboTaTb  OTHeAbHO OT  JPYIrMX CIYKO € 3asBJIeHHO¥
IIPOU3BOAUTENBbHOCTLIO. [Ipu TipoBemeHMM [OAHHBIX TECTOB CEePBUCHI IIPOBEPSIOTCS
10 ouepeau, 1151 OIIeHKM OHOBPEMEHHO paboThI MPUMEHSIETCS TECT TPOU3BOAUTETLHOCTI
(cMm. paspen 4.4).

4.3.1. Tect CIR

Tect CIR ucnonb3yeTcs Ojisi NMPOBEPKU TOTO, UTO IPU IMepefavye OAaHHBIX C HArpy3Kom
Ha ypoBHe CIR 1okasaTenn KayecTBa HaXOIATCS B IMpepeax, yCTaHOBIeHHbIX SLA. B xozme
IAHHOI'O TeCTa UM3MepSI0TCS OCHOBHBIE TTOKa3aTean Kauecrsa kKaxaoro cepsuca (FTD, FDV,
FLR), mocsie yero 3T 3HaueHus CPaBHMUBAIOTCS C 3aJaHHbIMU ITapameTpamu SAC.

[Ipn6op MO3BOJISET 3aaBaTh KOJMYECTBO IIATr0B IJIs IIPOBeIeHNs TeCTUPOBaHMs: 1 mar —
tecT CIR 6ymeT npoBenéx npu 100 % Harpyske; 2 mara — TecT OyJeT IIpOBeIEH B IBa JTala:
501 100 % oT 3agaHHO HArpPy3Ku; 3 I1ara — TecT OyaeT ImpoBeaéH B Tpu aTana: 50, 75 1 100 %
OT 3aJlaHHOI HarpysKku; 4 1mara — TecT OyaeT MpoBeAEH B yeThipe 3tama: 25, 50, 75 u 100 %
OT 3aJlaHHOM HarpysKu.
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MponyckHas
cnocobHocTb

OIR Eai s s s i o o’ w a  Tem

075X CIR: |ovvonmeens

05xCIR |......

0.25xCIR TBECT C'R§

war 1 war 2 war 3 war 4
warun

4.3.2. TecTEIR

Tect EIR cry>KUT 1J1s1 IPOBEPKU TOTO, YTO IPU Iepefayde NaHHBIX C HATPY3KOM Ha YPOBHE
CIR+EIR pe3ynbTHpyOIIasi TPOMyCKHast CITIOCOOHOCTD JJIs1 KakAOTO CepByUca He MpeBbIliaeT
IOIyCTMMOe 3HaueHue U HaxoauTcs B rpepenax oT CIR (c yuéTom 3aiaHHOTO YPOBHSI ITIOTEPD
kaapoB) no CIR+EIR: CIRx(1-FLR) < IR < CIR+EIR. BenmnumnHa nortepp KaapoB (FLR)

YCTaHABJ/IMBAETCA I10/Ib30BAaTEIE€M.

Ipumeuanue. Pexxum «colour-aware» (BO3MOXXHOCTb ITOMeUYaThb IIBETOM IIepeaBaeMble
KaJZipbl) He MOAAepP>KMBAETCS.

MponyckHas
cnocobHocTb

CREIR |m e e e m e e e e e oy = = = = =
CRL e e e e = ____JEEEE! _____

CRX(1-FLR) f= = = = = = = J = = 177/ .

. TecT EIR

Tect CIR tecTt CIR Tect CIR  Tect CIR

war 1 war 2 war 3 war 4 warum

4.3.3. Tecr Traffic Policing

Tect Traffic Policing ucnonb3yeTcss mJjisi IpOBEPKM TOTO, UTO MpPU Tepenauve JaHHBIX
C Harpy3Koii, TpeBbIlIalollelf paspelieéHHyIo i1 cepBuca, CeThb OyIeT OTpaHMUMBATh €ro
T10JI0CY IpoItycKaHus. Harpyska 11 3Toro Tecrta, ycTaHaB/IyBaemas [10/1b30BaTesieM, JO/DKHA
nipeBbiiaTh ypoBeHb CIR+EIR.
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MponyckHan
cnoco6HocTL A

Traf. Pol. (L2) |=

CIR+EIR+M |
CIR+ER |-

CR L
CIRx(1-FLR) |-

TecT
Traffic
Policing

Tect CIR  tect CIR tect CIR tect CIR  tect EIR
war 1 war 2 war 3 war 4 waru

4.4, TecT NnpoU3BOAUTENBHOCTU

TecT MPOM3BOAUTEILHOCTM MCIIOAb3YETCSI IJIS OLIEHKM OJHOBPEMEHHOW paboThl BCEX
cepBucoB. IIpu mpoBemeHMM TeCTa BBIMOJHSETCS Ilepemada MTAaHHBIX JISI BCEX CIIYXKO
OIHOBpPEMEHHO C Harpy3Kkoi Ha ypoBHe CIR ¥ rpoBepsitoTcs 3HaueHusI [ToKa3aTesiei KauecTsa
IJISI KaXOOro cepBuca. ENVMHCTBEHHOI HACTPOMKOM TeCTa SBJSIETCS €ro IJIUTEIbHOCTb,
KOTOpasi MOKET COCTABJISITb OT HECKOJIbKUX MUHYT [10 4-X ITHE.

4.5. M-dakrtop

IIpu mpoBemenun Tecta Traffic Policing B pesynabraTte Oydepusauymy B HEKOTOpbIE
MOMEHTbI BpeMeH! Ha MpuémMe oKasbiBaeTcsl 60Jbllie JaHHbIX, YeM OTBeJeHO [IJisi cepBica.
OTO SIB/ISIETCSI 0COOEHHOCTHIO, a He cboem B pabore ceTu. UTOOBI yuecTb 3Ty OCOOEHHOCTb,
BITU-T Y.1564 wucmonb3yercs M-dakTop — MaKCHMMAaJabHO OOITyCTMMOE IIpEBbIIIEHNE
BesimunHbl CIR+EIR (cm. ITU-T Y.1564 n. C.2 pasg. 8.1.2).

4.6. Anroput™m usmepenus FTD

[ns usmepeHus 3anepkku pacrpoctpaHeHus kanpos (FTD) BBINOMHSIOTCS Clienyrolye
IeCcTBUS:

1. Ha nepeparolieii CTOpOHe B K&K bIl MaKeT BCTABJISIETCS BpeMeHHast meTka (Ta).

2. Ha mpuéMHOI1 CTOpOHe 3alMChiBaeTCsl 3HaUeHMe BpeMeHU IMpPUEMa naketa ¢ MeTKOM
(Tb).
3. BoerumcisieTcs 3agepskka IMpoxoxkaeHus nakera B cetu: Tb — Ta.

IMpumeuanue. TIpUEMHUKOM U TlepeJaTUMKOM A0J/IKeH ObITh OJIMH U TOT Ke MpUoop Win aABa
npubopa, CMHXPOHU3MPOBAHHBIX 10 TPOTOKOTY PTP.

4. OuUKCUPYIOTCS TpU 3HAueHUs 3amepkku — MuHuMaabHoe (FTD min), cpenHee
(FTD_avg) n makcumanbHoe (FTD max). CpegHee 3HaueHMe 3aZlep>KKM BbIUMCIISIETCS
KaK CyMMa 3aZilep’KeK ISl BCeX IPUHSTBHIX [aKeTOB, IOfe/IeHHas Ha KOJINYeCTBO
TIPUHSATBIX ITAKETOB.
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OTU 3HAYEHMSI OTOOPAsKAIOTCS B pe3yJIbTaTaxX TeCTa MPOMU3BOIUTEIbHOCTY AJIS1 K&K OT0
cepBuca. [II1 CBOJHOTO TeCTa IPOU3BOAUTEIBHOCTM ¥ TECTOB KOHQUIYypauumu
BBIBOJISITCSI CpeIHVE 3HAUEHMS.

4.7. Anroput™m usmepenusa FDV

OTk/IOHeHMe  3aJep>KKu  pacrnpocrpaHeHusi kaapoB (FDV) B cooTrBeTcTBUM
c pekomeHnpaiueii ITU-T Y.1563 [7] usmepsietrcs o dopmyse: FDV = FTD - FTD_min.

Hampumep, ecau ObUIM M3MepeHbl 3HAUEHMS] 3aJepPKKM PacCIpoCTpaHeHMs] KaJapoB:
FTD min = 1.5, FTD avg = 2.5, FTD max = 5.5, To 3HaueHusi FDV O6yayT ciemyonymu:
FDV_min =0, FDV_avg = 1.0, FDV_max = 4.0.

OTU BeJIMUYMHBI OTOOPAKAIOTCS B pe3y/ibTaTax TeCcTa IMPOMU3BOAUTENbHOCTY IJISI KaXKIOTO
cepBuca. [Ijs1 CBOJHOTO TecCTa MPOU3BOAUTEIbHOCTU U TeCTOB KOH(UTrypalyy BbIBOISITCS
cpenHue 3HaUeHUs.
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5. NMpukas N2870

[Tpuka3 N2870 MunucTtepcTBa 1[G pOBOTrO pa3BUTHS, CBSI3U ¥ MACCOBBIX KOMMYHMKAIIVIA
Poccuiickoit @emepauyn ot 19.12.2019 (manee — «IIpuKas») COnepsKUT IIepedeHb U3MePEHMIA,
OTHOCSIINXCS K cdepe TrocysapCcTBEHHOTO peryauMpoBaHus obecriedyeHUs] eAUMHCTBA
M3MEpeHMiII ¥ BBINIOJHSIEMbBIX IIpU ObOecIlieueHMM IIeJIOCTHOCTM U  YCTOMUMBOCTU
(OYHKIMOHMPOBAHMS CETU CBSI3U OOIIEro MOJb30BaHMS, M 00s13aTeIbHbIX METPOJIOTMYECKUX
TpeboBaHMIi K HMM, B TOM 4YMCJIe [TOKa3aTe/ieil TOUHOCTY M3MePEHMIA.

B IIpuKkase copepskaTcss METPOJIOTMYECKMe TPeOGOoBaHMS K CJIeAYIOIIMM ITapaMeTpaM CeTeil
repenauyy JaHHBIX:

e CcpenHsS 3a7iepykKa rmepemaun naketoB maHHbIX (PD - Packet delay);

e Bapualus 3aJepKKu repegaun rmaketoB naHHbix (PDV - Packet delay Variation);
e Ko3bduimeHT noteps rmaketos naHHbIX (PL - Packet Loss);

e TIPOITyCKHAs CMIOCOOHOCTh KaHaJIa Tepeiaun JaHHbIX.

Tect «IIpukas N2870» sBisieTcsI MYJbTUCEPBUCHBIM, OH II03BOJISI€T 3a[aTh 3HAYEHUS
TepeuycJIeHHbIX MTapaMeTPoB, COOTBETCTBYIOIIME COIJIAIIeHNI0 00 YpOBHE OOCTYKMBaHMS
(SLA), 1 U3MepUTD UX peasbHYI0 BEJIMUMHY C TOUYHOCTHIO, YIOBJIETBOPSIOIIEH TPeOOBaHUSIM
[Tpuka3sa. Mi3mepeHus BBIMIOJHAIOTCI OGHOBPEMEHHO [J151 BCeX CepPBUCOB.

[ng npoBeneHus TECTUPOBAHUS MOXKHO MCIIOJb30BaTh TUIIOBbIE CX€Mbl MOIK/IIOUYEHMS,
rpencTaBeHHbIe B pasnene 7.
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6. Wneind

Oyukuust  «Ilneiid» 1o3BOISIET MPUOOPY MEHSTh MeCTaMM COJepKUMOe IoJIeii
MIPMHMMAEMbBIX TIAKETOB M OTIPAB/ISITh M3MEHEHHBIE KaJpbl OOGPATHO OTIIPABUTEITIO
Ha 4eThIpPEX ypoBHAX Mogenn OSI. Vcronb3yeTcs s TECTUPOBAHMS CeTeli M0 MeTOIMKe
RFC 2544 v usmepenus BER.

6.1. YpoBeHb wneida

YpoBeHb 1uteiida BbIOMpaeTCs: B 3aBUCMMOCTU OT CTPYKTYPbI TECTUPYEMOI CeTU:
— L1 (¢pusuyeckuii ypoBeHb): UCTOYHUK JAHHBIX U IIPUOOP COeIVHEHbI HAIPSIMYIO;
— L2 (kaHaJIbHBIN YPOBEHB): CETh COAEPKUT TOJILKO KOMMYTAaTOPbI;
— L3 (ceTeBOi1 YpOBEHbB): C€Th COAEPKUT KOMMYTATOPbl U MapIIPyTU3ATOPHI;

— L4 (TpaHCIIOPTHBIN YPOBEHDb): C€Th COAEPKUT KOMMYTATOPbI YU MapLUIPyTU3aTOPBI,
IIPY TeCTMPOBAHMUM HEOOXOAMMO BBIIOJIHUTD HAaCcTPoiiKy rmoptos UDP/TCP.

Hpumeuanue. TIlpu BrmoueHuu nuieiida ypoHs L2, L3, L4 makeTsl IepeHANpaB/sSiOTCs 00paTHO TOJIBKO B
crydae, eciu MAC-anpec rmosyuartess paBeH MAC-agpecy rmopTa nmpmbopa.

6.2. U3MeHeHHe coaepKMMOoro nonei NakeTos

[Ipubop aBTOMAaTHUECKM BHOCUT M3MEeHEHMS B IPMHMMaeMblii Tpabuk:
— L1: 6e3 uaMeHeHMI];
— L2: mensitorcst Mmectamu MAC-afpeca OTIipaBUTES U ITOJIydYaTess;
— L3: mensitorcsa mectamu MAC-azpeca u IP-anpeca otripaBuTesns v nmoayJyaTess;

— L4: menswoTca mecramu MAC-agpeca, IP-agpeca u Homepa TCP/UDP-moptoB
OTHpPaBUTEJIS U TTOJTydaTes.

Ipumeuanue. 1P-ampeca MeHSIOTCS MeCTaMM TOJAbKO B ciydae, eciu mone «EtherType» mmeer 3sHaueHue
«0x0800».

Hpumeuanue. Homepa TCP/UDP-TiOpTOB MEHSIIOTCSI MeCTaMM TOJIbKO B Ciay4yae, eciu Tone «Protocol»
B IP-3arosioBke umeet 3HaueHue «6» (TCP) mnu «17» (UDP).

Hpumeuanue. Ecnu Bxopsamumii maket comgepxkuT MPLS-meTKy, oH 6yneT mepeHampaBieH 6e3 M3MeHeHMUS
€€ 3HaYeHMs.

6.3. NMpaBuna 06paboTKN NOTOKOB AAHHbIX

[Tpu BrIoueHuu 1uieiida kananbHoro (L2), ceteBoro (L3) u TpaHcrnopTHoro (L4) ypoBHeit
He IepeHarnpaBJIsIiOTC

— TIaKeTbl C HeIpaBUIbHOM KOHTPOIbHOI cyMMoii (FCS);
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— TIIaKeTbl C OAVMHAKOBbIMMU MAC—a/:LpecaMM OTIIpaBUTEJIA U ITOJIyUaTEeJId;

— 6yoku gaHHbIX IpoTokosia OAM (OAMPDU) u ARP-3ampochr;

— TIaKeThl, pa3Mep KOTOPbIX MeHbIile 64 6aitT mau 6osbiie 9600 6aiiT.

[Tpu BrIroueHuu muieiida kananpHoro (L2), cereBoro (L3) u TpancnoptHoro (L4) ypoBHe
He TepeHarpaB/sSIOTCS U MOCTYNAT Ha LEeHTPaJIbHbIN rpoueccop (L) masa mocnenyooiueni
00paboTKM COOOILIEHNS C/IeYIONIMX ITPOTOKOJIOB:

Tabnuya 6.1. llpomokonsl, coobweHus komopsix obpabameisatomes L1

IIpoTokon YcnoBue orripaBku Ha LII1

ICMP niosie «Protocol» B IP-3arosoBke nmeeT 3HaUeHMe «1»
DHCP HoMep UDP-miopTa nomydaTesns «67» unm «68»

DNS Homep TCP- v UDP-niopTa mosryuatess «53»

ARP riosie «<EtherType» umeet 3HaueHue «0x0806»

OAM MAC-anpec nosyuaresst «01:80:¢2:00:00:02»

SSH Homep TCP-nopTa nosydaresns «22»

PTP, layer 2 riosie «<EtherType» umeet 3HaueHue «0x88F7»

PTP, layer 4 HomMmep UDP-nopra nosyuatens «319» mam «320»
Telnet Homep TCP-mopTa noayyartesns «23»

ET-discovery

HoMep UDP-miopTa nomydaTenst «32792»

TWAMP-control

HoMep TCP-niopta nonyuaresns «862»

NTP

HoMep UDP-miopTta monyyaTens «123»

Ipumeuanue. Ha LII1 mocTymaioT TOJBKO MMAKeThI, peITHA3HAUEHHbIE MOPTY IPMOOpa, Ha KOTOPOM OHM ObLIU
nosydyeHbl. K TakMm makeTam OTHOCSITCSI Te, Yy KOTOpbix MAC-agpec momyuaTesnsi MIMPOKOBEIATeTbHBbIN,
rpynoBoi uiu paBeH MAC-azpecy rmopra rmpubopa.

6.4. CtaTuctuka

[Tpu BKIIOUEHNM IIeiida aBTOMATHUUECKN 3aITyCKAeTCs CO0P CTaTUCTUKM:

— L1: mo npuHumaeMomMy TpadpukKy;

— L2, L3, L4: no npuH1uMaeMOMYy ¥ liepelaBaeMoMy TpaduKky.
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7. TunoBble cxXeMbl NOAKNIOUYEHUS

[l IipoBeieHs TeCTMPOBAHMS TIPMUOOP MOAKIIOUAETCS K aHAIM3UPYEMOMY YCTPOICTBY
VI CETU B COOTBETCTBUM C OJTHOM M3 CXeM, IPUBEIEHHBIX HIKE.

:I§ | MAC d= MAC 2[MAC s = MAC |

[.( noptr A(B)

[MAC d = MAC [MAC s = MAC 2|

[MAC d = MAC IMAC s = MAC 1]

o
-

mopt A(B)
[MAC d=MAC MAC s = MAC 7]

e
2-ro ypoBH4

MACd — MACs

PucyHok 7.1. Tunogas cxema nodkmodeHus 1

b IPs=1P1[IPd=IP2
!f’i [MAC d = MAC RIMAC s = MAC 1]

IPs=IP1[IPd=1P2
[MAC d = MAC 2[MAC s = MACR]

1=

|
o ek
I:“/ 3-r0 ypoBHs

i

NUT/DUT

router =

13( nopr A(B) =

TPs=IP2IPd=IP |
[MAC d=MAC I[MAC s = MAC R]

< mnopt A(B)

[[Ps=1P2[IPd=1P |
[MAC d= MAC RIMAC s = MAC 2|

MACR

MACd — MACs
IPd -— IPs

PucyHok 7.2. Tunogas cxema nodkao4eHus 2

[Ps=1IP1IPd=1P2]
[MAC d=MAC RIMAC s = MAC 1]
/ IOPTA —>

N,

NUT/DUT

e T e
=
R

router =

nopr B <«——

[Ps=IP[[IPd=1P2
[MAC d = MAC 2]MAC s = MAC R|

el o el
MAC R

PucyHok 7.3. Tunogas cxema nodko4eHus 3
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[MAC d=MAC 2[MAC s = MAC 1]

|mopr A —>

Lgf noprB <«
e

[MAC d = MAC 2[MAC s = MAC 1]

PucyHok 7.4. Tunosas cxema nookmoyeHus 4

' MAC d= MAC 2[MAC s = MAC ]| [MAC d = MAC 2[MAC s = MAC 1]

gty

nopr AB) —— — » — > nopr A(B)

S

PucyHok 7.5. Tunogas cxema nodkao4eHus 5

4 IPs=IP1IPd=IP2
"j [MAC d=MACRIIMAC s=MAC 1]
ik

i -—

ll( nopt A(B)

[

[IPs=1P2[IPd=1P 1]
[MAC d = MAC RN| MAC s = MAC 2 |

«——» nopr A(B)

PucyHok 7.6. Tunogas cxeMa nodkaw4eHus 6

Ha cxemax moakinrueHns BBeleHbl dlenymiunue 0003HaUYeHMS:

MAC s MAC-anapec oTripaBuUTes
MACd MAC-anpec omyJyaTens
MACR MAC-agpec nuir3a

IPs [P-anpec oTripaBuTest
IPd [P-agpec nosyuartesns
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B ciyuae TecTMpOBaHMS CeTeil, COAepKalMX yCTPOICTBA, paboTarole Ha KaHAJbHOM
ypoBHe Mogmenn OSI*, mpubop MOAKIIOUAIOT B COOTBETCTBUM CO CXEMOI, NMpUBEIEHHONM
Ha puc. 7.1. TeHepupyeMblii TpubopoM TpaduK AO/KeH ObITh TepeHarpaB/ieH 0OpaTHO
MoCpeICTBOM OpraHm3aiuy mieiida. IIpu 3ToM Bo BXOASIINX MaKeTaX MEHSIOTCS MeCTaMu
MAC-anapeca oTpaBuUTesIs U IoydaTesis, U TpadhuK BO3BpaIlaeTcss Ha MCXOTHbIN MOPT.

B ciyuyae TecTMpOBaHMSI CETei, Comep)KallluMX YCTPOJCTBa, paboTalollye Ha CeTEeBOM
ypoBHe Mogmenn OSI°, mpubop MOAKIIOUAIOT B COOTBETCTBMUM CO CXEMOJ, MpPUBEAEHHOM
Ha puc. 7.2. TeHepupyeMblii MpubopoM TpaduK AO/KEH ObITh TepeHarpaBjieH 0O0paTHO
1oCpeICTBOM opraHm3saium uieida. IIpu 3ToM Bo BXOASIINX MTaKeTaX MEHSIIOTCS MeCTaMu
1 MAC- u IP-agpeca oTtmpaBuTessl U moaydaTess, U TpaduK BO3BpalllaeTcs] Ha MCXOIHBIN
TMOpT.

B ciyyae TecTMpOBaHMUS YCTPOMCTB/CeTel ¢ BO3MOXHOCThIO MapuipyTusauun IP-Tpaduka
UCIIO/IB3YIOTCA IBa mopTa (CM. puc. 7.3, 7.4), a akeThl IepeHarpas/siiOTCs Ha APYroi mopT
npubopa Mpy MOMOIIM MapHIpyTU3aTopa UM CeTEBOI0 KOMMYTaTOpa.

B ciiyyae 1cronb30BaHMs OLHOHAIIPAaBJIEHHOrO TeCTa [JIS1 aHAIM3a CeTel, coepyKalux
YCTpOJiCTBa, paboTawinye Ha KaHaJIbHOM ypoBHe Mogenu OSI4, mpubop NOOKIIOUYAIOT
B COOTBETCTBMM CO CX€MOJ, IIpUBEOEHHON Ha puc.7.5. B ciaydyae TecTHMpOBaHUS
YCTPOIICTB/CETEN C BO3MOXKHOCTbIO MapiipyTusaiumu IP-tpaduka ucmonab3yercs cxema 7.6.

4 Hammpumep, ceTeBOi KOMMyTaTOp (switch).
* Hamipumep, MapiipytusaTop (router).
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8. BapuaHTbl BbINOJIHEHUA TECTUPOBAHUSA

8.1. TecToBble KOH}Urypauuu

[Ipu6op bepkyT-ET 103BOJII€T MPOBOAUTH aHaJIM3 C MCIIOAb30BAaHMEM TECTOBBIX
KOHurypauuit. OTo 03HauaeT, YTO Ha Mpubope MOKHO HACTPOUTH M MPOBECTU IBA TeCTa:
napa’suiesbHo (cm. pasaen 8.1.1) uan ogHOBpeMeHHO (cM. pa3aen 8.1.2).

[IJ1s TIepeKTIoUYeHs] MeXKIY TeCTOBBIMM KOH(MUTYpPaUMSIMU UCIIO/Ib3YIOTCS KJIaBUIIN @
" . Homep BbIOpaHHO} B MAaHHBI MOMEHT KOHGUTypaiuu OTOOpaskaeTcss B CTPOKe
cTaTyca’ cripaBa OT MHAMKATOpa 3apsia baTapen.

8.1.1. 3anyck ABYX TeCTOB NapannesibHo

[Ipubop BepkyT-ET mos3BossieT mapasjieabHO IIPOBOAUTH JBa HE3aBMCUMBIX TeCTa:
RFC-2544 n BERT. Pe3ynbTaThl OAHOTO TeCTa He BIAMSIOT Ha MpoBefeHMe NPYyroro. TecTsl
MO>SKHO BBITIOJIHSITh B CJI€YIOMIMX KOMOMHALIMSIX:

— BERT un BERT;

— RFC-2544 n RFC-2544;
BERT u RFC-2544;
RFC-2544 n BERT.

Ha pucyHke 8.1 cxeMaTM4YHO MpeaCTaBJIe€H OOUH U3 YETbIPEX BAPUAHTOB TECTUPOBAHMUS:
c mopTa A Ha opT B ripoBoauTcs TecT 1o metoauke RFC-2544, c mopta B Ha mopT A — BERT.

— RFC-2544 (A—>B)
- --- BERT(B—A)

PucyHok 8.1. Cxema napannensHoz2o mecmuposaHusi: RFC-2544 u BERT
8.1.2. 3anyck ABYX TECTOB O4HOBPEMEHHO

[IpubGop MO3BOJISIET MPOBOAUTH aHAAM3 CeTeli ¢ BpeMeHHbIM pa3/e/ieHMeM KaHaJIOB
(mampumep, WiMAX), o0HoepemeHHO BBIMOMHSS IBa TecTa o metoauke RFC 2544 unu nBa
tTecta BERT. B Takux ceTsax Tpaduk, repenaBaemMblii B OJHOM HaIlpaB/ieHUM, MOXET BJIUSTH

¢ TMogpo6Hast uHboOpMalus IpeAcTaBieHa B Gpoirope «Tectep-aHanusatop ceteit Ethernet Bepkyrt-ET.
PyKkoBOZCTBO MO CTPYKTYpPE MEHIO».
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MJIY TIOJIHOCTBIO BBITECHSITh TpaduK, epegaBaeMblii B JpyroM HampaBieHun. Ecjiv 3amyckaThb
TeCThbI He OJTHOBPEMEHHO, OJIHO 13 HallpaBleHuii He OyIeT MPOTeCTUPOBAHO.

[Tpy ogHOBpEMEHHOM 3aITyCKe TeCTOB ITPOBEPSIIOTCSI 00a HATIpaBIeHMS, C Y4eTOM BJIUSIHUS
IpyT Ha Apyra. JTO MO3BOJISIET OLIEHUTh ITOTepU MAKeTOB, MPOMYCKHYIO CIIOCOOHOCTb MU
3agepkky B HampasieHuu A(B)=B(A) npu OOHOBpEMEHHOV Harpyske HallpaBIeHus
B(A)=A(B).

— RFC-2544 (A~ B)
- - - - RFC-2544 (B>A)

PucyHok 8.2. Cxema d0syHanpasneHHo20 mecma RFC 2544

OCO6eHHOCTY TeCTUPOBAHMS:

— TIpM 3aIycKe TecTa B OJHOV M3 KOHGUrypauuil, OTHOBPEMEHHO 3aITyCKaeTCs TeCT
BO BTOPOJi KOHQUTYypaLuu;

— eCJIM B OOHOM 13 KOHUTrypaluii TeCT He MPOIIEN, a BO BTOPOI MPOIIEN, TO MOMNbITKA
CUMTAETCS HeyIauHOIA.

8.2. OgHOHanpaBneHHOEe TeCTUPOBAHUE

OpHOHAIMpaB/leHHOE TEeCTUPOBAHME WCIOAb3yeTCsS MOJISI MOJy4YeHUS OISHOCTOPOHHMX
pe3yJabTaTOB MpPU IpoBeaeHuM aHanm3a 1o Mmeroauke RFC 2544, tecra «BERT», «Y.1564»
u «IIpukas 870».

i monmydeHust Oojiee TOUYHBIX Pe3yJbTATOB MpPM aHaIM3e 3aIepsKKM I10 METOAMKe
RFC 2544, a TakkKe IIpM TeCTMPOBAHMM B COOTBETCTBUMM C peKomeHgaimein Y.1564
u npoBeneuun Tecta «[Ipmukaz 870» He0OXOOMMO WCII0Nb30BaTh PTP-CUMHXPOHM3ALMIO
(ortms ETPTP).

nopt A(B) | T Rx | MopT A(B)
[eHepauumsa > AHanuz
Tpauka Tpaduka
NnoKaneHbi bepkyT-ET AUCTAHUMOHHBIN bepkyT-ET

PucyHok 8.3. Cxema o0HoHanpasneHHo20 mecma

[Ipu mpoBemeHUM TeCTUPOBAHMUS MCIIONb3yeTcs 2 TMpubopa: JIOKaabHbIN, HA KOTOPOM
IMPOM3BOAMTCS HACTpPOVKa IlapaMeTpPOB aHa/iM3a, M JOUCTAHUMOHHBIN, HAXOISIIUIACS
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Ha APYroM KOHIle KaHasia. Pe3yabTaThl TECTUPOBAHMSI OTOOPAKAIOTCSI HAa SKpaHe JIOKaJbHOTO
npubopa.

8.2.1. MNMpumep TecTMpOBaHUSA

Huke paccmaTpuBaeTcs mpuMep UCIIOIb30BaHMS OJHOHAITPABJIE€HHOI'O TECTUPOBAHMSI [IJ1ST
NIpoBefeHMsT aHaimu3a 10 pekoMmeHmauuu «Y.1564». IIng TectoB «BERT», «RFC 2544»,
«[Ipuka3 870» OPSAAOK OEeMACTBUI aHAJIOTUYEH.

Ha puc. 8.4 mpuBemeHa TUIIOBasi cXxeMa IOIK/IIOYEHMSI TIPUOOPOB K TECTUPYEMOI CeTu
C UCIIo/Tb30BaHMeM TopTa A. [l moprta B cxema nmogk/iroueHnst 6yaeT aHaJIOTUIHOIA.

MAC RN = 00:21:91:08:00:02

nokaneHeri bepkyT-ET JHUCTaHUHOHHBIH bepkyT-ET

MAC 1 =00:21:CE:08:0E:C9 MAC 2 = 00:21:CE:08:0E:CA
IP1=172.16.2.106 IP2=172.16.3.143

PucyHok 8.4. Tunosas cxema noOKIOYeHUS

Ha cxeme BBeJieHbI cieyloliie 0603HaUeHMS :

MAC 1 — MAC-azpec rmoprta A JTOKaJIbHOTO ITpubopa;

IP 1 — IP-ampec JTI0KaJbHOIO MPMO0opa;

MAC R1 — MAC-azgpec 1u1i03a, 6;1MsKaifIiero K JoKaJbHOMY IIPMUOOpY;

MAC RN — MAC-ajpec nuio3a, 6amskaiiiiero K uCcTaHIMOHHOMY Tpu6opYy;
MAC 2 — MAC-azpec nmopTa A IUCTaHLMOHHOTO Ipubopa;

IP 2 — IP-ampec IMCTaHIMOHHOTO IIpubopa.
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[y u3MepeHMs] mmapaMeTpPOB KaHaja CBSI3Y B HAIIpaBJIe€HMM OT JIOKAJIbHOIO Ipubopa
K IMCTaHIIMOHHOMY HEOOXOAMMO:

1. Y6éenuTtbcsi, UYTO Ha JOKWIBHOM ¥ JOMCTAHIMOHHOM IIpuMOOpax BO3MOXKHO
UCIIO/Ib30BaHMe ONHOHAIIPaBIIeHHOTO TecTa: B MeHI0 «bepkyT-ET. Hactpoiiku» =
«YcTaHOBKM Tipubopa» = «Omnuum» B CIMUCKe OMILMIA JO/DKHA IMIPUCYTCTBOBATDH OMLMS
«ETPTP».

2. TlomKIIOUMTD JIOKQJIbHBINA U OVCTAHIMOHHBIA IMPUOOP IO Cxeme, IIpeCTaBIeHHO
Ha puc. 8.4.

3. Ha sokaabHOM M Ha JOMUCTAaHIIMOHHOM Iipubope Tepeiitm B MeHIO «bepkyT-ET.
HacTtpoiiku» = «IlapameTpbl ceTu». BoiOpaTh:

MopTt — A

OIHMM U3 TIpUBEIEHHBIX HIKE CITIOCOO0B YCTAaHOBUTH IP-ampec oKkaibHOTrO pubopa
(IP 1) u IP-agpec guctaHmyonHoro npubopa (IP 2):

— BBectu [P-azgpec BpyuHyto (pu 3TOM IyHKT MeH10 «DHCP» noyikeH HaxooUThCS
B COCTOSIHUU «BBIKII»);

— monyuutsb IP-agpec o mporokosry DHCP, BeiOpaB nmyHKT MeHI0 «DHCP» 1 Ha)kaB
F2

Ha KJIaBUIIY («Bkm»): monmyueHHbINI azpec OyaeT KOPPEKTHBIM, ecju
oTOOGpasuTcs B IMyHKTe MeHIO «IP-ampec» mo ucreueHuu He Oosiee yem 1-2
CeKyH[,

4. Ha 7noKaJbHOM M Ha IOMUCTAaHLUMOHHOM Mpubope IepeitTu B MeHIO «bepkyT-ET.
HacTtpoiikn» = «CMHXpOHM3alINsI BpeMeHM» 1 BbIOpaTh MOPT A B KauecTBe PTP-mopra.

Ipumeuanue. [15151 TectoB «BERT» 1 «RFC 2544» (rmpormycKHasi ClioCOOHOCTD, IIOTEPU KaZpoB,
Tpeie/ibHAsl Harpy3Ka) BBITIOJHSTh JaHHBII ITYHKT He TpeOyeTcs.

5. Ha yiokaJbHOM IIpubOpe mepeiTu B MeHIo «Y.1564» = «HacTpoiiku» = «Tomosnorus
TeCTOB» (CM. puc. 8.5). BoibpaTs:
MopT nepegaum — A
MopT npuéma — [ANCTaHUMOHHBIN

Ouct. IP — IP 2
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| Az1000 - B:—— — 06:52

Tononorva TecToR

MopTt nepepavun WA

MopT npuéma [QUcTaHUMOHHBIA

fluct., IP 172.16.3.143

A B LT aHLHOHHEE

PucyHok 8.5. JkpaH «Tononoeus mecmogs

6. Ha nokanpHOM mpubope mepeitTi B MeHI0 «BepkyT-ET. 3mepenusi» = «Y.1564» =
«HacTtpoitkn» = «HacTpoitku cepBUCOB» = «3arojioBoOK» (CM. puc. 8.6). BoiopaTh:
MAC OTnp. - MAC 1
MAC Monyu. - MAC R1
IP Ornp. - IP 1
IP Monyu. - IP 2

Ipumeuanue. Ins nonmyuenusi MAC-agpeca 1i03a HeoOXoauMMo BbITONIHMUTE ARP-3armpoc:

nepeiiTi K MyHKTy MeHIo «MAC ITonyu.» 1 HaXkaTh Ha Kaasumy = .

| A:1000 - B:——— — 06 5%

3aronoeok
MNotor 1
00:21:CE;08:0E:C9
MAC Monyyw, 00:21:91:8D:10:70
IF Omnp. 172,.16.2,106
IP NMonyu, 172.16,3,143

LononHUTenBEHS
VLAN Brikn
HPLS T
HPLS R¥ -—————-—
IF ToS 0000b: precedence 0
LIIP BOOG0 D000

PucyHok 8.6. IkpaH «3a20/1080K»

7. Ha yokasibHOM IpMbGOpe B COOTBETCTBMM C YKa3aHMSIMM pasjena 4 BbITTOTHUTD
HeoOXOoayMble HacTpOJKu Tecta «Y.1564». 3arem mepeiiTu B MeHI0 «Bepkyr-ET.

Vsmepenus» = «Y.1564» 1 HaxkaTb Ha KnaBuiry @ («CTapT»).

Ipumeuarue. Tlocie HaxkaTusl Ha KiaaBuiny «CTapT» Ha 3KpaHe JIOKaJbHOIO Mpubopa MOIYT
MOSIBUTBCS CIeyIOIIe COOOIIeHMS :

— «MpéT rnmopxioueHne K OUCT. TIOPTY ...» — BO3HMKAET cpasy IToc/Ie 3amycka TecTa.
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— «[IMCTAHIIMOHHBIV TIpUOOP HENOCTYIeH» — BO3HMKAET B CjIy4yae, ecau He
TOJTYYMJIOCh YCTAHOBUTD COeOMHEHME C IUCTAHIIMOHHBIM IIPMUOOPOM.

— «[loTepsiHO coenuHeHMe» — BO3HMKAET B C/Iydae, eCayu AVCTAHIMOHHbINA MPU6GOp
OCJIe YCTAaHOBJIEHWSI COeMHEHMSI TTepecTal OTBeUYaTh Ha 3aIPOCHI.

— «JIMCTaHIIMOHHBIM TIpUOOpP 3aHAT» — BO3HMKAET, KOrjJa Ha AMCTAHIMOHHOM
npubope yke MPOBOINUTCS KaKOi-IMbO0 TecCT.

— «Jlvct. BERT 1-r0 ypOBHSI HEBO3MOXXEH» — BO3HUKAET IIPYU MOILITKE ITPOBECTU TECT
«BERT» mepBoro ypoBHsI.

Ipumeuanue. Ha sKkpaHe OMCTAaHLMOHHOIO IPpKOOpa BO BPEMSI TECTHMPOBAHMS OTOOpakaeTcst
coob1eHne «BbIMOMHIeTCS IMCTAHIMMOHHbBIN TeCT».

[ u3aMepeHus mapaMeTpPOB KaHasia CBSI3M B HAIIpaBJIeHMM OT JUCTAaHIMOHHOTO Mpubopa
K JIOKQJTbHOMY HE06X0IMMO:

1. Y6enuTtbcsi, UYTO Ha JOKWIBHOM ¥ JOMCTAHIMOHHOM IIpuMOOpax BO3MOXKHO
UCIIO/Ib30BaHMe OOHOHAIIPaBJIIeHHOTO TecTa: B MeHI0 «bepkyT-ET. Hactpoiiku» =
«YcTaHOBKM TIpubopa» = «Omnium» B CIIMCKe OIIMIA JTO/DKHA IMIPUCYTCTBOBATD OTIIINSI
«ETPTP».

2. TlogkmwounTth JioKanbHbI bepkyT-ET u pucranumoHHbii BepkyT-ET mo cxeme,
IpencTaBIeHHON Ha puc. 8.4.

3. Ha sokaabHOM M Ha JOMUCTAaHIMOHHOM Iipubope tepeiitm B MeHIO «bepkyT-ET.
HacTpoiikn» = «I[lapameTpsi ceTu». BbiopaTh:

[Topt - A

OnmHuM 13 IPUBEOEHHBIX HIKE CIIOCOO0B YCTaHOBUTD IP-ampec oKalbHOTO IMpubopa
(IP 1) u IP-agpec mucranimonHoro npubopa (IP 2):

— BBectu [P-agpec BpyuHylo (TIpu 3TOM IYHKT MeHI0 «DHCP» foykeH HaXOOUTbhCS
B COCTOSTHUM «BBIKII»);

— monyuuth IP-agpec mo mportokoay DHCP, BeiOpaB myHKT MeHI0 «DHCP» 1 HakaB

Ha KIasumy ' °  («BKI»): TOJNY4eHHBI ajgpec OyJeT KOPPeKTHBIM, eC/In

0TOOpasuTCs B ITYHKTe MeHIo «IP-azmpec» 1o ucTeueHmUn He 60iee yem 1-2 CeKyH[I,.

4. Ha 7noKaJibHOM M Ha [AUCTAHLMOHHOM Tipubope mepeiiTy B MeHI0 «bepkyT-ET.
HacTtpoiiku» = «CMHXpOHM3alNsI BpeMeHM» 1 BbIOpaTh MopT A B KauectBe PTP-mopra.

Ipumeuanue. 1151 TecToB «BERT» 1 «RFC 2544» (mmporrycKHast CHOCOGHOCTb, IIOTEPU KaJIpOB,
Tpeie/ibHAsl Harpy3Ka) BhITIOJHSTh JaHHBIN ITYHKT He TpebyeTcs.

5. Ha noxkanpHOM Ipubope rmepeitu B MeHI0 «Y.1564» = «HacTpoitku» = «Tomomorus
TecToB» (CM. puc. 8.7). BbibpaThb:

MopT nepegayn - [AMCTaHUMOHHBIN
MopT npuéma - A

Auct. IP - IP 2
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| Az1000 - B:——— — 07 54

Tononorva TecToR

MopTt nepepav I e =18 RIS 2]

MopT nNpuéma A

fluct., IP 172.16.2.106

A B LT aHLHOHHEE

PucyHok 8.7. IkpaH «Tonosno2us mecmogs

6. Ha nokanpHOM mpubope mepeitTi B MeHI0 «BepkyT-ET. 3mepenusi» = «Y.1564» =
«HacTtpoitkn» = «HacTpoitku cepBUCOB» = «3arojioBoK» (cM. puc. 8.8). BoiopaTh:
MAC OTnp. - MAC 2
MAC Monyu. - MAC RN
IP OTnp. - IP 2
IP Monyu. - IP 1

| Az1000 - Bi:——— — 07 57

3aronoeok
MNotor 1
00:21:CE;08:0E:CA
MAC Monyw, ©0:21:91:08:00:02
IF Omnp. 172,.16.3.143
IP NMonyu, 172.16.2,106

LononHHUTeNBEHS
VLAN Brirn
HPLS T
HPLS R¥ -—————-—
IF ToS 0000b: precedence 0
LIIP BOOG0 D000

PucyHok 8.8. IkpaH «3azo0n1080k»

7. Ha mnokajibHOM HpM6ope B COOTBETCTBUMM C YKa3aHMAMM pasneiia 4 BBITIOJIHUTD

HeoOXOoMMble HACTpOiKM Tecta «Y.1564». 3arem mepeiiTu B MeHI0 «bepkyT-ET.

F

3mepeHns» = «Y.1564» 1 HakaTb Ha KaaBuiry  («CTapT»).

Ilpumeuanue. Tlocme Haxatusi Ha KiaaBumry «CrapT» Ha 3KpaHe JIOKAIbHOTO U
IVCTAHIMOHHOTO MpKbopa MOSIBSITCS COOOIIeHMsI, aHAIOTMYHbIe Tepeunc/ieHHbIM Ha C. 26.
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9. OAM

BaxkHOI1 3a7aueil MOCTABIIMKOB YCIYT CBSI3U SIBJISIeTCS] obecrieyeHye BbICOKOTO YPOBHSI
aIMMUHUCTPUPOBAHMUS U TEXHMUYECKOTO 0bcmyskuBaHus Ethernet-ceTeii. [IJis1 3TUX 1eeit ObLT
paspab6oran crangapt IEEE 802.3ah [6] (u3BecTHbIi Takke Kak «Ethernet in the First Mile
(EFM) OAM» — «Ethernet OAM Ha «I1epBOI1 MUJIE»).

OAM  (Operations, Administration, and Maintenance @ —  3KcIUTyaTalusl,
aIMUHUCTPUPOBAHME U OOCTYKMBaHME) — TIPOTOKOJ MOHUTOPMHTA COCTOSIHMSI KaHasa,
dbyHKUMOHMpPYET Ha KaHajabHOM ypoBHe Monenu OSI. [Iig nepenauyu MHGoOpManmum Mexmy
Ethernet-ycTpoiicTBamu UCIIONb3YIOTCS 6JI0KU TaHHBIX TpoTokoia — OAMPDU.

BaxkHoit ¢yHKIMeit mporokosa OAM sB/isIeTCSI BO3MOXKHOCTb BKJIIOUEHMS pekuMa
«Illneitd» Ha ymanéHHOM IIpubOpe.

I yCTaHOBJIEHMSI COeOVMHEHUS] MeXAy MpuobopoM U YHAJEHHBIM YCTPOCTBOM
1o mpotokosry OAM u a1t BRtoueHust pexxnma «lllneiid» Heob6xoaumo:

1. HenocpedcmgeHHO COeIVHUTH JIOKAJbHBII IIPUOOP ¥ yOaJEéHHOE YCTPOIICTBO’
B COOTBETCTBUM CO CXeMOJi, MPpUBEAEHHON HIKE.

Jlokaneheiit bepkyt-ET VYnanéHHoe ycTpoicTBO

d)H?.H‘ICCKOC COCOHHCHHC

uuieig

PucyHok 9.1. Cxema mecmuposaHusi

2. Ha ypanénHom mpubope paspelinTb paboty mporokosia OAM B aKTMBHOM WU
IIACCMBHOM peXMMe.

Ha noxkanbHOM mpubope:
3. Tlepeittu B meH1o «OAM» (cMm. puc. 9.2).

4. B nyHkTe MeHIO «IlopT» BbIOpaTh MOPT, K KOTOPOMY MOACOEIMHEHO YAaJE€HHOE
YCTPOICTBO.

5. B myHKTe MeHIO «PexkxuM» BbIOpaTh aKTUBHBIN peXXM paboThl ITpoToKojaa OAM.

6. CocTostHMEe OOHAPYKEHMS YAAJEHHOTO YCTPOIICTBA B MYHKTE MeHI0 « OOHapy:KeHe»
IIOJIKHO TIPUHSITh 3HaYeHMe «Send any».

7. TlepeitTu B MeHI0 «YmanéHHbII mpubop». Ha sKpaHe OO/KHA OTOOPasUTHCS
MHbopMalus 06 yIaJl€HHOM YCTPOICTBE.

" Ha puc. 9.1 BepryT-ET npuBe€H B KauecTBe MpuMepa YAATEHHOTO YCTPOICTBA.
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8. Haxarb Ha kimaBumy '@ («LBup»). Ha ynanéHHOM ycTpoOiicTBe OyAeT BKIIOUEH

pexkxum «llneiidh» BTOporo (L2) ypoBHS (Tpaduk OymeT MepeHAIpaBiasITbC Oe3
3ameHbl MAC-anpecos).

Jl1s1 BRIKMIOYeHus1 pexkuMa «I1neiid» Heo6xoauMo HakaTh Ha Kaapumy  («LB downy).

W A:100 - B:——— - 11:28

0AM

MopT A
e Pexm [P

OSHapyxeHre Send local

YpanéHHeia nputop

Brkn MaccHEHHA AR THEHEIEA

PucyHok 9.2. MeHio «OAM»
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10. ET-o6HapyxeHue

dyukiusg «ET-o6Hapy:keHMue» MO3BOJISIET BKIIOUNTD Iieiid KaHanbpHOro (L2), ceTeBoro
(L3) wnm tpancnoptHOro (L4) ypoBHS Ha yaaJ€éHHOM aHamm3atope bepkyr-ET win
ycTpoiicTBe o6paszoBanms nuieiiga bepkyt-ETL.

bepkyt-ET/bepkyt-ETL

P N
/
//
NUT
\"\
N
o

PucyHok 10.1. Cxema mecmuposarus

[lle7ip MOKHO BK/TIOUATh MOC/I€IOBATEIbHO HA HECKOJIBKMX TTpubopax bepkyT-ET n/mmm
bepkyT-ETL, Hax0oOsA1MXCs KaK B pa3HbIX, TaK M B OLHOM ITOLCETH.
[t mosrydeHus JAaHHBIX 00 yIaJéHHOM IpMbope U BKIUYeHus nuieiida ciemyer:

1. TMoaxmounts pubop bepkyT-ET K ceTn.

2. Tlepeiitu B meH1o «ET-o6HapykeHMe»:

L A:1000 - B:——— - 19:15%

ET—oBHapyxeHHe

<3l ABTOMAaATHUYSCKH

IF 0.0,0,0
Wnemp Bwkn

A B AeTomMaTHieckd JEHapUweHLe

PucyHok 10.2. MeHio «ET-0b6HapyxeHues

3. BbIOpaTh MOPT, C KOTOPOTO OYy/IeT OCYIEeCTBSATLCS Mepeayva JaHHbIX.

4. B none «IP» BBecTu IP-anpec ygas€HHOro ycTponcTBa.

Fd4

5. HaxaTb Ha KJIaBUIITY («O6HapyReHMEY).
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B citydae ycrenmrHoro o6Hapy>keHus yCTPOICTBA Ha 9KpaH OyayT BbIBeJeHbI ero IP-ampec,
umsa u MAC-azgpec (cm. puc. 10.3). IIyHKRT MeHwO «lllneiid» cTaHeT MOCTYITHBIM [JIsSI
penakTUPOBAHMS.

L1 A:100 - Bi——— - 08:18

ET—obHapyxeHWe

MopT A
IPF 192.168.222.173
i 3

IP
192,.168,222,17°3
HMa
MX—-100
MAC
00:18:63:00:04:1B

Brkn 2 3 4

Pucyrok 10.3. lMpumep sbinonHeHus ET-o6HapymeHus

VYpoBeHs nuieiida BbIOMPAETCSI KHOITKAMM:

F1" — Brikmouenne pexxuma «llneiid»;

F2 _ pimoueHne mteiida KaHATLHOTO YPOBHS;

P _ Br/IoueHue 1uteiida ceTeBOro ypoBHS;

F4 — BxmoyeHue muteiidga TPaHCIIOPTHOTO YPOBHSI.

INIpumeuanue. [lepenava faHHbBIX OCylieCTBsSeTCs 110 nmpotokoay UDP. ITopt nonmyuarens —
32 792. Ilopt orripaButesnsa — 32 793.
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11. Tectbi TCP/IP

TecTsl, onmcaHHble B JAHHOM pasfesie, HeoOXOaMMbI TP IMPOBEAEHUY aHa/IN3a B CETSIX,
colepKalux  YCTPOVCTBA, OCYHIECTB/SIIONIME  KOMMYTALMI0O UM MaplIpyTHU3aIuio
repenaBaeMbIX MaHHBIX. C ITOMOIIBIO peasn3oBaHHbIX B mpuoope TCP/IP TecToB MOXXHO
00HaAPYKUTH ITPOOJIEMBI, CBSI3aHHBIE C KOH(UTYpalyei ceTu, yoeauTbCs B CBI3HOCTM KaHaIa
MeXIy e€ y3jJiaMM, OIpefeauTb MapIIpyTbl CAefoBaHUs HAaHHbIX, IIPOBEPUTH
pPaboTOCITIOCOOHOCTD M OLIEHUTH 3aTPYKEHHOCTb KAaHAJIOB Mepeaui JaHHbIX.

11.1. 3xo0-3anpoc (Ping)

VHCTpYyMEHT «JX0-3alpoC» MCIOJAb3YeTCs IJsI IMPOBEPKM CBSI3HOCTM KaHa/Ia MEXIY
y3/1aMU CeTU.

B mpoilecce TeCTMPOBaHMSI CETE€BOMY Y3y TOCBUIAIOTCS 3ampocbl U (UKCUPYIOTCS
MOCTyMAlIMe OTBeThbl. JTa Ipoleaypa ocHoBbiBaercs Ha I[P- u ICMP-mporokonax
TepechliKM AeiiTarpaMM ¥ II03BOJISIeT MPOBEPUTh pabOTOCIIOCOOHOCTh KaHAMOB Iepeaaun
JaHHbBIX ¥ [TPOMEKYTOUHBIX YCTPOMCTB. [IJ1s1 TpoBeieHNsI aHaIM3a He00X0IMIMO:

1. TlogkmounuTh MpUOOP K TECTUPYEMOI CETM C MCIIOAb30BaHMEM OJHOIO IMOpTa
B COOTBETCTBUM CO CXeMOJi, MPUBEAEHHON HIKE:

PucyHok 11.1. Bapuanm nookawyeHus 1

Ipumeuanue. TIpuboOp TakKke MOKET OBITb MOAKIIOUEH K CETU C MCIIOTb30BaHMEM MIBYX
nopTtoB (cm. puc. 11.2). HacTpoiiku mpubopa [aJisi JaHHOTO CTyyasi aHaJIOTMYHbI OMMCAHHBIM
HACTpOMKaM [Jisl OAHOIO IOopTa.

PucyHok 11.2. BapuaHm nookatoyeHus 2

F

2. Ilepeittu B MeHIO «JX0-3anpoc». Haxxath Ha KnaBumy '°  («HacTpoiikm»):
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L] A:100 — B:r—— — 0/:58

Ixo—zanpoc {192 168,225,190)

Crapt CraTucTura Hacrpoliiku  Coxp,s3arp,

PucyHok 11.3. Menro «3xo0-3anpoc»

HacTpouTth mapaMeTpsl TeCTUPOBaHMS B MeHIO «HacTpoiiku 9x0-3arpoca»:

B A:1000 — B:1000 - 20 14

HacTpolkKn sxo—3anpoca

A
IP agppec 192,188.2.2
Pazmep naketa 56
KommuecTBo 20
Bpema owmpaHua 1000
Mayza 1000

A B AETOMATHYECKH

PucyHok 11.4. Mexrw «Hacmpoliku 3xo0-3anpoca»

F1

Haxkatp Ha KIaBuIly («Ctapt»). HauHETCST TeCcTMpOBaHMe, B XO4€e KOTOPOTro

Ha 3KpaH 6yayT BbiBe[leHbl CTPOKM, COJiepsKaliiye caeayionyo nHbopMaluio (cjieBa
HamnpaBo):

— pasmep ICMP-nakera;

— IP-azpec y3m1a ceTu, OTBETUBILIETO HA 3X0-3aIpocC;

— TIOPSAKOBBIN HOMeED ITaKeTa;

— BpeMms MeX[Iy OTIIPaBKOJi 3arpoca U MoJyyeHeM OTBeTa.

[IpuMep pe3ynbTaTOB TeCTUPOBaHMS MIpeAcTaBaeH Ha puc 11.5.

34



Bl A - B:—— - 10:44

Ixo—zanpoc (85,142, 45,242}

Ot B from 80,142,45,242: n=1 time=5315 ms
06 B from 85,142,45,2421 n=2 time=H336 mz
06 B from 85,142,45,242¢ n=3 Lime=5370 ms
06 B from 85.142,45,242¢ n=4 time=H381 mz
06 B from 85,142,45,242¢ n=0 time=5415 mz
06 B from 85,142,45,242: n=6 time=5308 ms
06 B from 85,142,45,2421 n=F time=h470 mz
06 B from 85,142,45,242¢ n=3 time=Hb34 mz
Ot B from 80,142,45,242: n=9 time=550E ms
06 B from 85,142,45,242¢ n=10 time=bE1Z ms
15 packets transmitted, 10 received, 5 packet loszsz
mindavagsmax: 5315/0438/0612 ns

CrapT CTATHCTUKE Hactpolik  Coxp,#3arp.

PucyHok 11.5. Pe3ynsmamel mecma «3x0-3anpoc»

[To pesysibTaTam TeCTMPOBAHMS HOPMUPYETCS CTATUCTUKA:

Wl A:100 - By—— - 10 10
CTaTUCcTUEA 3X0o—3anpocoB
Bpema oTBeTa
MHAHMMYM 9 mMc
MakCHMyM 19 mc
cpegHee 10 mc
oTnpaeneHe  §
nonyqeHo 8
notepade ¢ (0OX)
NoETOPHBE O
TadMayr 4
Crapt CTaTucTHRa Hactpobik  Coxp,/3arp,

PucyHok 11.6. Cmamucmuka mecma «3x0-3anpoc»

B craTuctuke otobpaxkaercs nHopmalys 0 MMHUMMAaJIbHOM, CpeHEM, MaKCMMaIbHOM
BpeMeHM MeXOy OTIIpaBKO 3ampoca U ToJyueHMeM OTBeTa, a Takke O KOJIMYecTBe
repeaHHbIX, IPUHSTHIX, TOTEPSIHHBIX 1 TOBTOPHBIX (C OJMHAKOBBIM ITOPSIAKOBBIM HOMEPOM)
MaKkeToB. 3HaUeHMe B CTPOKe matiMaym COOTBETCTBYeT KOJIMYECTBY IMaKeTOB, [T KOTOPbIX
BpeMsI OTBeTa Ha 3X0-3aIpoc ObIJIO ITPeBbIIIEHO.
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11.2. Mapuwpyrt (Traceroute)

WHcTpyMeHT «MapuipyT»® UCMOAb3yeTcs [ OomnpefeneHus MapIIpyTOB Clef0BaHUS
IaHHbIX B ceTsix Ha ocHoBe TCP/IP. B mpouecce TeCTMpOBaHUSI YKa3aHHOMY Y3JIy CeTU
OTIIpaBJIsIeTCs MOCIeN0BaTebHOCTD JAeiiTarpaMm, IIPU 3TOM OTOOpakaloTCs CBeeHMs O BCexX
IIPOMEXYTOYHBIX MapUIPyTH3aTOPax, Yepe3 KOTOpbIe MPOLLIN JaHHbIE HA TyTU K KOHEUHOMY
y3iy. Takum 06pa3oM, MHCTPYMeHT «MapuipyT» MO3BOJISIET JMAarHOCTUPOBATD TOCTYITHOCTh
[IPOMEXYTOUYHBIX ITYHKTOB Ha IMIyTU Ilepeaun IMOTOKA JAHHbIX B CETU.

[lns ipoBeieHNsI aHaIM3a He0b6X0AUMMO:

1. TlogkmouuTh MPUOOP K TECTUPYEMOi CETU B COOTBETCTBUM CO CXEMOI, TIPUBEIEHHO
Ha puc. 11.1.

2. IlepeiiTu B MeHI0 «MapuipyT»:

L A:100 - B:——— - 07 59

MapuwpyTt ( 192,168,225, 190 )

Crapt Hacrpoliiku  Coxp,s3arp,

PucyHok 11.7. MeHto «Mapwpym»

3. HacTpouTb mapameTpbl TECTUPOBAHUSA B MeHI0 «HacTpoiiku mapuipyTta»:

N A:100 - By——— - 22 21

HacTpolky mapupyrta

I3l ABRTOMATHUYSCKH

IP appec 192.168.1.1
Makc. yznos 30
Pazmep naketa 40
Bpema owmpaHua 1000

A B ABETOMATHYECHKMH

PucyHok 11.8. Menw «Hacmpoliku mapwpyma»

8 B 6a30By10 KOHPUTYpaLUIO He BXOAUT. JIOCTYTIEH IIPY JOMOJHUTEIbHOM 3aKase oy «<ETIP».
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4. HaxaTb Ha KIaBUIIy

HampaBso):

— HOMep IIPOMEKYTOUHOTO y3J1a;
— IP-agpec mpoMesKyTOUYHOTO y371a;
— BpeMsl OKMIAHUSI OTBETA.

Eciu BpeMsi OXXKuAaHMs OTBeTa OT MPOMEKYTOUHOTO y3ja IMPeBbICMIO TaiiMayT,
B CTPOKE pe3y/IbTaTOB OyIeT BbIBEIEH 3HAUOK «*».
[IpuMmep pe3ynbTaTOB TeCTUPOBAHMS IIpeAcTaBeH Ha puc. 11.9.

(«Crapt»). HauH€Tcs TecTMpOBaHME, B XOIe KOTOPOTO
Ha 3KpaH OYyIyT BbIBelleHbl CTPOKM, copepkaliue ciaeayollyio nHpopmaunio (cieBa

[Am R R gy N RN |

10
11
12
13
14

195,131,241.4
195,131, 252,4
1394,850,177,138
216,239,435, 240
203,85,250,183
EE,243,95,132
209,85,248.73
¥

203,80,252,83
203,80,243,81
209,850,223,104

Mapwpyrt ( 209.85,229,104 )
196,131,127.1

2 ms
21 mz
18 mz
20 mz
15 mz
41 mz
bE mz
B2 mz
B3 mz

63 mz
72 mz
71 mz

11.3. DNS (DNS lookup)

DNS (Domain Name System — cucrteMa AOMEHHBbIX MMEH) — pacrpeaenéHHass 6asa
IaHHBIX, CITOCOGHAS T10 3aIpOCy, ColiepsKalleMy JOMeHHOe MMS y371a, CoooImuTh ero IP-anpec.
®dyukimsg DNS lookup? (morck Ha cepBepe MMEH) TOMOTraeT OOHAPYKUTDb OIMMOKM B paboTe

NS-cepBepoB.

JJis1 mpoBeIeHMs aHa/IM3a He0OX0aMMO:

1. IMoaxmunuTh IpMUOOP K TECTUPYEMOI CETU B COOTBETCTBUM CO CXEMO, TPUBEIEHHOI

Ha puc. 11.1.

N

B nmyHkTe MeH10 «IIopT» yKa3aTb IOPT IJis MpMUEMa U repesaduy JaHHbBIX.

AN

° B 6a30By10 KOHPUTYpaLuio He BXOIUT. JIOCTYITHA TIPY TOMOJHUTETbHOM 3aKase omiuu «ETIP».

PucyHok 11.9. Pezynemamel mecma «Mapwpym»

[TepeitTu B MeHI0 «DNS» (cMm. puc. 11.10).

B riyHKTe MeHI0 «Y3es» BBeCTU JOMeHHOoe uMs y3i1a. HaskaTb

B myHkTe MeHi0 «IP» GymeT BbiBemeH IP-ampec ysna. Ecau agpec ompenenuTh He
yIanoch, To 0Tobpasutcs HyneBoit IP-agpec (0.0.0.0).

' («Crapt»).



[Tpumep pe3y/ibTaTOB TECTUPOBAHMUS peAcTaBieH Ha puc. 11.10.

N A:100 = B;——— - 22 30

DNS
A

Yzen metrotek.spb.ru

IFP 0,0.0.0

PucyHok 11.10. MeHro «DNS»

11.4. TCP-knueHT

OyHkuMsa «TCP-kiIMeHT» 1mo3BosisieT ycTaHOBUTh TCP-coenyiHeHMe C yaaJ€HHBIM y3JI0M
CeTu, MPUMHUMATDb OT HEero JaHHbIe U IlepeaBaTh JaHHbIE STOMY Y3JIy.
JlJ1s1 yCTaHOBJIEHUSI COeAMHEHMST HEOOXOIVIMO:

1. TIMoax/IIUYMUTh IIPUOOP K CETU B COOTBETCTBUM CO CXeMOI, MpUBeAEHHOI Ha puc. 11.1.

2. Hactpoutb napametpsl coenyHeHus (MeH10 «TCP-ximeHT» = «HacTpoiiku» (™ )):
— BBIOpATH NOPT A/ IPUEMA U Nlepeauy JaHHbIX;
— BBeCTM JloMeHHoe uMs unu IP-azmpec y3na;

— BBeCTM HOMep IopTa (HamboJjiee 4acTo MUCII0Ib3yeMbie HoMepa ITIOPTOB IPUBEIEHbI
B Tabiuue 11.1).

LN A:100 — Br—— - 23:51

TCP knmeHT
HacTponku

L Topt WL

Yzen metrotek.spb.ru
TCP nopt 80

HTTP
Papn Findex,.html

PucyHok 11.11. Hacmpoliku mecma «TCP-knueHm»

F

3. OTKpbITh TCP-coenyHeHne, HaXXaB Ha KIaBuIIy '+ («OTKPBITH»):
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Ar——— -

B:——— - 04 27

TCP knueHT

connecting to

connected

metrotek, sphoru (192,168,222,104 1800

JakpHTE

HTTPGET Hacrpoiiky  Coxp,/3arp,

PucyHok 11.12. [pumep ycnewiHo20 COEOUHEHUS C Y3/10M

B ciydae ycrniemHoro coeguuenns (cMm. puc. 11.12) mosxkno BeinoaanTs HT'TP GET-3anpoc
(cm. paspmen 11.5). B wiyuae BO3HMKHOBEHMSI MPOOJIEM MpPU YCTAHOBJIEHUM COeOVMHEHMUS
BBIBOJUTCSI COOOIIeHMe 06 ommbKe. HekoTopbie coobIeHms npuBeaeHsl B Tabauie 11.2.

Tabnuya 11.1. Homepa nopmos npomokona TCP/IP

Homep nopTta (mpoTOKOM) Omnmcanne

21 (FTP) IIPOTOKOJI Ilepegaun daiiioB

22 (SSH) 6e30macHbIN IIPOTOKOJI ) ISt YOQJIEHHOTO
yIipaBJ/ieHUs U nepenaun Gaiaos

23 (TELNET) npOToFon IUIST NOCTyIAa K YOAJIEHHOMY CEeTeBOMY
YCTPOMCTBY

25 (SMTP) IIPOTOKOJI Tlepeauu 3J1IeKTPOHHOM ITOYThI

80 (HTTP(WWW)) MIPOTOKOJI, MCITOJIb3yeMbIit Befui—6pay3epaMM 1 Be6-
cepBepamu 151 Tiepenaun aityion

161 (SNMP) IIPOTOKOJI ISt yIpaB/IeHUs CeTeBbIMU
YCTPOMCTBAMU

Tabnuya 11.2. Owubku coeduHeHus
Coobiienne Onucaumne

protocol not supported

IIPOTOKOJI He MOJIePKUBAETCS

can’t assign requested address

HEBO3MOXHO Ha3HAUYNUTDb BaHpOIJ_IeHHbII‘/JI aapec

network is down

CeTb HEAOCTYITHa

network is unreachable

ceThb He paboTraer

network dropped connection on reset

YTEPAHO coeaHeHNe C CEThIO

software caused connection abort

MIpOTpaMMHOe ObOecrieueHye BBbI3BAJO pa3pbIB
COeIVHEeHMS

connection reset by peer

y3€eJI pa3opBall COeAMHEHME

connection timed out

VICTEKJIO BpeMs OKMOdaHV COeaMHEeHM S

connection refused

OTKa3 B COeIMHEeHUM

host is down

y3€JI He OTBeUaeT

no route to host

OTCYTCTBYET MapIIpyT JI0 y3j1a
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11.5. HTTP GET-3anpoc

i mepemaun BeOG-CTpaHMIL MCMoJb3yeTcss mpoTokoa HTTP. B stom mpoToKoJje
onpeaenéd HTTP GET-3armpoc!’. C ero moMoiiibio BO3MOKHO ITIPOBEPUTH, OTBEYAET JiX CepBep

Ha HT'TP-3anpocsl ¥ IMOMy4YnUTh COAEePKMMOe YKa3aHHOI0 pecypca.
[s1st moTyueHust comepskuMoro daiiia ¢ cepepa He0OX0AMMO:

1. YcraHOBUTB COegUHEHME C Y3JIOM 110 aJITOPUTMY, OIIMCAHHOMY B pa3zaene 11.4, yka3as

B 1ojie «®ait» (cm. puc. 11.11) ums sanpammnBaeMoro dariia.

2. Haxatb Ha knaBumy 2 «HTTPGET»:

) A:— - By——— - 16:40
TCP knueHT

Location: http:drtwiki,ddosbindview/Bercut

Content-Length: 216

Content-Type: textshtml: charzet=i=zo-8853-1
#-Pad; avoid browser bug

<IDOCTYPE HTHML PUBLIC “-//IETF//DTD HTHL 2,0//EN">
<html><head>

<titler302 Found< titler

</head><body

<hl>Found</hlx

<pxThe document has moved <a href="httpi/ twiki,ddg’
binAview/Bercut"»heredsar , </pr

</body></html >

JaAKPHTE HTTPGET HacTpoliku  Coxp.,/3arp.

PucyHok 11.13. [Tpumep omeema Ha HTTP GET-3anpoc

19 dyHKIMS JOCTYIIHA TIPU JOMOJHUTEIbHOM 3aKkase onuuiit «<ETWEB» u «ETIP».
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12. Nepexsat ARP

@dyukuus «IlepexBaT ARP»!! mosBossieT oTciexkuBaTb ARP-oTBeThl, mepemaoliyecs: B
ceTu, U «IepexBaTbiBaTb» comepxkammecsi B Hux IP- u MAC-aapeca ceTeBbIX YCTPOJCTB.
Ha ocHOBaHMM MOJTyYeHHBIX TaHHBIX (DOPMUPYETCS CITMCOK apecoB.

Jlj1st IpoBeieHNsT aHa/IM3a He0OXO0IMMO:

1. TTogkIIUYMUTh IPUOOP K TECTUPYEMOI CETU B COOTBETCTBUM CO CXEMOA, IPUBEAEHHOI
Ha puc. 11.1 wiim Ha puc. 11.2.

2. Tlepeititu B MeHI0 «<ARP MOHUTOD»:

E® A:—— - B:—— - 13:14

MNepexeat ARP (A)

ARP-Tafiniua nuycTa

PucyHok 12.1. MeHro «ARP moHumop»

F4

3. HaskaTp Ha KIaBUIIy 171 BbIOOpa 1opTa (A mim B).

4. Yepe3 HEKOTOpOe BpeMs Haammch «ARP-Tabnuiia mycTa» Mcue3HeT M Ha SKpaH OymoyT
BeIBOAUTHCS IP- 1 MAC-anpeca ceTeBbIX YCTPOWCTB:

LN A:100 - By——— — 00:09

Mepexeat ARP {N)

132,168,222,100  00:17:9A:0611C:F8
132,168,222,156  00;23:54:47101:CT)
132,168, 222,38 003 0EsAGIAZ BB 4F
192,168, 222.7 0031350419033 5F

PucyHok 12.2. SxkpaH «ARP moHumop»

Eciu kakasi-To U3 3amyceil He 0OOHOBUTCSI B TeueHMe OJHOM MMUHYTHI, TO OHAa OymeT
yaaaeHa U3 CITMcKa.

11 B 6a30ByI0 KOHMUTYpaINIo He BXOAUT. JIOCTYITHA IPY JOTIOJHUTEIbHOM 3aKase onuuy «ETIP».
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13. TpaHsut

B pexxume «TpaH3uUT» IpMOOP BKIOUAETCS B pa3pbiB COeAVHEHNST MEKIY IBYMS CETeBbIMU
ycrpoiictBamu. Tpaduk, npuxonsaimuii Ha mopT A (B) ormpasisieTcst Ha rmopt B(A), mpumep
MMOAK/II0YEeHMS IT0OKa3aH Ha puc. 13.1.

e e———l

PucyHok 13.1. lpumep nodkaoyeHus 8 pexume «TpaHaum»

[Ipu mepegave JaHHBIX C TTOPTA Ha ITOPT OCYIIECTBIISIETCS COOP CTATUCTUUECKUX JTaHHBIX O
npoxogsiieM Tpaduke. Pe3ynabTaTbl AOCTYIIHBI B MeHIO «CraTtucTtukar. I[Ipu momcuére
CTaTUCTUKMU 110 YPOBHSIM ITOBPEXIEHHbBIE MTAKeThl He YUUTHIBAIOTCS.

Eciu ckopocTu mepenauyy OaHHBIX [Ji MopTa A U [ 1opTa B pasiauuHbl, BO3MOXKHBI
TOTepu Ipu MpPoBeieHnM TeCcTUpoBaHus. IloTepy MpoM30iiAyT B TOM cjIydae, ecu Iepemaya
BeJIETCS C TIOPTa C 60JbIIIel i CKOPOCTHIO HAa TIOPT C MEHbIIIEIA.

e n:100 PTH B:1000 FTH 00 26

TpaHauT

TpadHzaut A

Brrn Brn

PucyHok 13.2. MeHro «TpaHzum»

42



14. TecT Kabena

HpI/I60p ITO3BOJIAET IIPOBECTU IMAarHOCTUKY MEeOHOI'0 KabeJis TUIIa «BUTas Imapa», UaBMepunB
OCHOBHBI€ XapaKTePUCTUKHM U OIIpedeyiuB €ro COCTOAHME U TUII.

[lJist IpoBeieHMsI TeCTUPOBAHMSI HEOOXOAMMO:
1. TIlepeiiT B MeHIO B MeHI0 «IHCTpyMeHTbI» = «TecT Kabesi».

2. TToAK/IIOUNTD K MPUOOPY TECTUPYEMBbIN Kabeib/Kabesu yepes pa3beéM/pa3beémMbl R]-4512,

F1

3. HakaTp Ha KinaBuiy («Crapt»). IIpu 3TOM, B CiTyyae MOAKIIOUEHMS ABYX Kabejeii,

6YIyT OJHOBPEMEHHO IPOTeCcTMpPOBaHbl 06a MHTepdeiica. C MOMOIbIO KIaBUII -

(«A») u B («B») BBIOpATH MOPT /1 IPOCMOTPA PEe3yIbTaTOB TeCTUPOBAHMS.
[ly1st ompemeneHus Tuia Kabess He0OXOAMMO:
1. TITepeiiT B MeHI0 «MITHCTpyMeHThI» = «TecT Kabesisi».

2. OguH KOHell TeCTUPYeMOro Kabessi MOAKIIoUNTb K mopty A(B) mpmbopa, gpyroit —
K ropTy B(A).

F

3. Haxatp Ha knaBumy ' («CtapT»).

4. CpaBHUTb pe3yJIbTaThl TECTUPOBAHMSI, OTOOpaKEHHBIE B CTPOKe «Ilepekp.» st mopTa A
1 TopTa B, 1 3HaueHus, IipeicTaB/JIeHHbIe B Tabmile 14.1.

L] A:100 — Br—— - 15:30

TecT katena (A}
Mapa 1-2 3—6 4-5 75
COCTOSHME HOPM, HOPM. K.3, K.3,

Jatyx.pp —— ——— -1.9 -2.7
Amcr, .M ———— ———— 17 16
MonApH.

MNepexp. MDI Mo ——m8M8 ———

Crapt A B

Pucyrok 14.1. Mexw «Tecm kabensi»

12 TIpoBefeHMe TeCcTa BO3MOXKHO TOJIbKO IPY MOAKIIOUEHNY K aHAIM3UPYyEeMOMY KabeJTio C MCITO/Ib30BaHMeM
pasbéma RJ-45. SFP-moynn st TeCTUpOBaHMS He TIPUMEHSII0TCS.
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Tabnuya 14.1. OnpedeneHue muna kabens

CxkopocTp'® [Mapa 3HaueHue B cTpoke «Ilepekp.» mjsi| 3HaueHue B cTpoke «Ilepekp.» mis | Tur kabess
rnopra A nopra B
1-2 MDI MDI I1epeKpPECTHBIN
3-6 MDI MDI
4-5 — —
7-8 — —
1-2 MDI-X MDI-X IIepeKPECTHBI
3-6 MDI-X MDI-X
4-5 — —
7-8 — —
1-2 MDI-X MDI NpsIMO¥A
3-6 MDI-X MDI
4-5 — —
7-8 — —
1-2 MDI MDI-X NIpSIMOM
3-6 MDI MDI-X
4-5 — —
10/100 7-8 — —
1-2 MDI MDI I1epeKpPECTHBIN
3-6 MDI MDI
4-5 MDI MDI
7-8 MDI MDI
1-2 MDI-X MDI-X MepeKpPECTHbIN
3-6 MDI-X MDI-X
4-5 MDI-X MDI-X
7-8 MDI-X MDI-X
1-2 MDI-X MDI NpsIMO¥A
3-6 MDI-X MDI
4-5 MDI-X MDI
7-8 MDI-X MDI
1-2 MDI MDI-X MPSIMOI1
3-6 MDI MDI-X
4-5 MDI MDI-X
1000 7-8 MDI MDI-X

15 CkopocTh mepemauM OaHHBIX Ay mopta A u mopra B (B M6ut/c) 3amaétcs B MeHI0 «IlapameTpbl

uHTEephENCoB».
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15. LACP MoHuTOp

«LACP wmonutop» (anria. Link Aggregation Control Protocol) npumensieTcs pjs
MOHMTOPMHTA COCTOSIHMSI arperMpoBaHHbIX KAHA/IOB. ATperMpoBaHye KaHaJI0B — TeXHOIOTUSI
00beIMHEeHNSI HECKOJbKMX Tapa/lyieJIbHbIX KaHAIOB Ilepelauy JaHHbBIX B OAVH JIOTMUYECKUIA
D11 yBeIMUEeHUSI TIPOITYCKHOM CITIOCOOHOCTM U MOBBIIIIEHNUST HAAEKHOCTHA.

C mnowmompio nByX 1pubopoB bBepkyT-ET pgBa KaHasma O0ObeAMHSIIOTCS B OJIMH
Y BBITIOJTHSIETCSI MOHUTOPMHT €ro COCTOSIHMSI: HaJluuue COeOVMHEHUS] MeXAy Hpubopamu,
KOJIMYECTBO KaHAJIOB B IPYIINe, OMIMOKM, CTATUCTHUKA.

JlJist ocy1ecTBIeHMSI MOHUTOPUHTA IMOPTHI A U B 00beIMHSIOTCS B 0MH — «Bond», 1 Mmesxay
nHTepdeiicamu «Bond» nByx mpn6opoB bepkyT-ET co3gaéTcst arpernpoBaHHbIV KaHaI.

st npoBegeHMsI MOHUTOPUHIA C/IEOYET:

1. Coemuuutb noptsl A u B mpubopoB BepkyT-ET no cxeme Ha puc. 15.1.

L2-ceTb

KOMMyTaTop —

IopT A [~ ~—|nopt A

bepkyt-ET 1 bepkyt-ET 2

L2-ceTb

mopt B f——— KoMMyTaTOp = ~—nopT B

PucyHok 15.1. lodknoyeHue npubopos 019 nposedeHus MOHUMOPUH2a

2. Ha xaxxgom npubope nepeiitu B MeH1o «LACP mouuTop». B rmone «<Host MAC» momkeH
oTobpaskaTbcst MAC-ampec, Ha3HAUEHHbIN ITPUOOPY:

W3 A:——— - Bi—— - 11:40

LACP mMoHuTOp

MIT status
Channel count O
Host MAC O0:21:ce:28:1c:ba

Partner MAC
Current state e
Elapsed time Q000300

OGuan cTaTUCTHUEA

LACPDU cTtaTtucTHKAa
HacTpoirkK

(IR TN AT A LY )

CrapT

PucyHok 15.2. Mexr «LACP moHumop»

3. IIns kaxkporo mpubopa nepeittu B meH0 «LACP moHuTop» = «HacTpoiiku» u B 1moje
«Partner MAC» yka3atb MAC-azpec, oTobpaskaeMblit B myHKTe «Host MAC» mipubopa
BepkyT-ET, pacmoysioskeHHOTO Ha APyroM KOHIle coeiuHeHMs (YIaJl€HHOTO Tprubopa).
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E® A:1000 LB2 B:——— - 15 49

HacTporkK

i gy sl 0021 :CE:28:19:0A

Pucyrok 15.3. Hacmpotiku mecma «LACP moHumop»

4. Ha kaxxmom mpubope mnepeiitT B MeHI0 «LACP MOHUTOp» M BKJIIOUUTDH TECT, HaskaB

Ha k1aBumy ' («CrapT»). B mome «Partner MAC» otob6pasurcs MAC-agpec

yOaJEHHOTO Ipubopa, orpeneIéHHbII aBTOMAaTUUECK.

E= A:1000 LAC B:1000 LAC 09:50

LACP mMoHMTOpP

MIT status up
Channel count 2
Host MAC Q0:21:ce:28:25:h2

Partner MAC
Current state
Elapsed time

00:21:ce:28:19:aa
ok
00:01:47

OSyan cTaTUCTHUEA

LACPDU cTtaTucTHEKAa
HacTpoiku

LI LI L I LI L

Cron

PucyHok 15.4. MeHro «LACP moHumop»
5. B mone «Current state» coob1ieHne «wait connection» JOJKHO CMEHUTHCS Ha «0k».

CocTosiHMe KaHajia OlleHMBAEeTCs C IMTOMOIIbIo 1oJist «Current statex:

e «wait for connection» - CcOCTOSIHME OXUIAHUS COEIVHEHMS C yaaJeHHbIM

npubopom BepkyT-ET, BO3HMKaeT cpasy IOcCAe HaXaTus Ha KIaBumryy

(«CTapT») ¥ COXpaHSIeTCs, [T0Ka He BBIMOJIHSITCS BCe HIsKeIIepeuycIeHHbIe YCIOBUS:
o B TpYIIIe IBa KaHAJIa;
O eCTb COeIVHEHME MeXIY Mpubopamu;

o MAC-agpec yganméHHoro nmpubopa coBnagaetr ¢ MAC-aapecoM, yKa3aHHBIM
B nioJie «Partner MAC» meH10 «LACP moHUTOp» = «HacTpoikm».

e «wrong partner MAC» — coeguHeHMe yCTaHOBJIeHO, HO MAC-agpec yIai€éHHOro
npubopa He coBragaeT ¢ MAC-azpecom, ykazaHHbIM B 1ojie «Partner MAC» MeHIO
«LACP MmoHuTOp» = «HacTpOiiKm».
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«ok» — KaHan pabotaeT 6e3 OUIMOOK: COeIVHEHME YCIENIHO YCTaHOBIEHO M HeT
c60eB B TeUeHMe BCero BpeMeH MOHUTOPUHTA.

«fail» - kaHam He paboTaeT: He BBITIOJHSIETCS XOTS Obl OJHO W3 YCIOBUIA,
TiepeulcJIeHHbIX B MyHKTe «wait for connection».

«ok, fail occurred» - kaHam paboTaeT ¢ omMOKaMM: COeIMHEHME YCIEINTHO
YCTAHOBJIEHO, HO 32 BpeMsI MOHUTOPVHTA Ha0JII01a/IMCh OIIMOKINA.
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16. BERT

BERT (Bit Error Rate Test) — TecT, MO3BOJISIIOIINIA OMpeIeJUTb OCHOBHOW OMTOBBIN
roKasaTeb KauyecTBa KaHajma — «bit error rate» (koadduiimeHT OGUTOBBIX OIIMOOK), T.e.
OTHOIIIEHNME YMC/Ia OMIMOOUYHBIX OMT K 0OIIeMy KOJIMYECTBY MepemaHHbIX OuUT. V3BecTHas
Ha MPMEMHOM ¥ T[epeaiolieM KOHIle OuHapHas I10CAeq0BaTe/NbHOCTbh ITOMeEINIAaeTCs
B Ethernet-kagp, KoTopblii mepemaércsi B (dusndeckyi cpeny. Ha MpuMéMHOM KOHIle
II0CJIeIOBATEIbHOCTh CPABHMBAETCSI C MICXOMHOM, M BbIUMCISIETCS KO3(POUIMEHT GUTOBBIX
omm6ok. [Iasa moakimoueHus: K TDM-ceTu UCIoab3yeTcss KOHBepTep MHTepQeiicoB, KOTOPbI
OCyIIIeCTB/sIeT Tpeobpa3oBaHme Tpadmka mnakeTHoit cetu (Ethernet) B Tpaduk,
rnepenasaembiii B TDM-ceTsix.

TecTupoBaHMe MOKET ObITh Peaan30BaHO Ha YETBIPEX YPOBHSIX mopdenu OSI:

1. Ha ¢usuyeckoMm ypoBHe [OaHHble OTIIPAB/SIIOTCS YaCTSIMM C OIpeae€HHBbIM
MexxkagpoBbeIM uHTepBaaoM (IFG — Interframe Gap). B aTom ciryuae TecTupoBaHme
rpoBoauTcs ¢ mopta A (B) Ha mopT B (A) (cm. puc. 16.5) man ucnonb3yeTcst QyHKINS
«[neiid» (cm. puc. 16.6).

TecTtoBas KoHTp. TecTtoBas KoHTp.
nocneaoBaTenbHOCTb | cyMMa |IFG| nocnefoBaTeNbHOCTb | cymMMa

PucyHok 16.1. Kadp ¢usuyeckozo yposHs

2. HaxkaHa/ibHOM ypOBHe K JaHHBIM Jlo0aBisieTcs Ethernet-3aronoBok, 4To 1o3BoJIseT
repefaTb TEeCTOBble IIaKeTbl Yepe3 CeTh, KOTOpas COAEPXKUT YCTPOICTBA,
paboTaroiye Ha BTOpoM ypoBHe mopenu OSI — Hampumep, ceTeBOii KOMMYTATOP
(switch). Crioco6sI moaK/TIOUeHMS K TECTUPYEMOJi CETM ITOKa3aHbl Ha puc. 16.7, 16.8,
16.9.

MAC TecTosas KoHTp.
3arofoBoK | MocnefoBaTeNbHOCTL | CyMMa

PucyHok 16.2. Kadp KaHanbH020 ypoBHS

3. Ha ceTreBOM ypOBHE IaHHbIe oMeIaiTcs B IP-maker, a 3atem — B Ethernet-kazp.
OTO TMO3BOJISIET IlepelaTb TeCTOBble IaKeThl 4yepe3 CeTb, KOTOpas COIEep>KUT
yCTpoOiicTBa, paboTalolie Ha KaHAaJbHOM U CETEBOM YPOBHSX — Hampumep,
ceTeBO¥ KOMMYTAaTOp, MapupyTusaTop (router). Crrocoobl MOAK/IIOYEHMS IIpubopa
K TeCTUPYeMOJ CeTu moKa3aHbl Ha puc. 16.7, 16.8, 16.9.

MAC IP TecToBas KoHTp.
3aronoBOK | 3arosI0BOK | NOCNeA0BaTeNbHOCTL | CyMMa

PucyHok 16.3. Kadp cemego2o yposHs

4. Ha TpancrnopTHOoM ypoBHe (opmupyetrcst Ethernet-kaap, cogepskamuii IP- 1 UDP-
3arojJioBOK, 4YTO TII03BOJIS€T IlepefaTh TeCTOBYKO  IOCIeNOBaTEeIbHOCTh
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C UCITOJTb30BaHMEM TPAHCIIOPTHBIX POTOKOJIOB. CIIOCOOBI MOAKIIOUEeHMS Tpubopa
K TeCTUPYeMOJi CeTu nmoKa3aHbl Ha puc. 16.7, 16.8, 16.9.

MAC

IP UDP TecTtoBas KoHTp.

3aronoBoK| 3aro/1I0OBOK | 3arosioBoK | nocnenoBatesibHOCTb| CyMMa

PucyHok 16.4. Kadp mpaHcnopmHoz2o yposHs

[TocnemoBaTe/IbHOCTH, MCIIOJIb3yeMbI€ OJidd TECTUPOBAHMA, COOTBETCTBYIOT PEKOMEH AL

ITU-T 0.150 [8].

Ta6nuua 16.1. Tecmossie nocnedosamesnbHOCMU

Twumn nocinegoBaTenbHOCTU

PekomeHayemoe IpuMeHeHne

2ell-1

Iyig onpepeneHus OMIMOOK M IKUTTepa (IIpy mepegayde
OAHHBIX IO KaHaIy CBSI3M CO CKOpPOCTbIO 64 KOUT/C
1 64xN KouTt/c, rme N — 11e/10€ 4mciIo).

2el5-1 Iist ompeneneHusl OMIMOOK M KUTTepa (IIpy Iepenaye
IaHHBIX 10 JIMHUM CBSI3U CO CKOPOCThIO 1544, 2048, 6312,
8448, 32064 1 44736 K6UT/C).

2e20-1 s ompeneneHust omubOK (Mpu Ilepeaaye IO KaHATY
CBSI3M CO CKOPOCThIO He 6osiee 71 KOUT/C).

2e23-1 Ist ompeneneHusl OMMOOK U IKUTTepa (IIpU mepemave

OAHHBIX 10 JIMHUM CBSI3M CO CKOpPOCTbIO 34368
n 139264 kout/c).

2e29-1, 2e31-1

Ins ompenmeneHus oOIMO0K IIpM Iepefade JaHHBIX
Ha BBICOKMX CKOPOCTSX (6osee 139264 KOuUT/C).

16.1. BapuaHTtbl noaknoueHus

(husnueckas cpena (xadbenn)

" mopt A(B) > /

i nopr A(B) . )
i

PucyHok 16.5. TecmuposaHue Ha ¢u3u4eckom yposHe (sapuaHm 1)
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PucyHok 16.6. TecmuposaHue Ha ¢u3U4eCKOM YposHe (8apuaHm 2)

Tayka KaJpoB P

s ] //Ethemet CBQ N o~
A = pentn (oM ;_‘j i
v OOXO o |

—‘\,,q_ /,_,

S o o
- IIaKeT ¢ OIIMOKOHM B TECTOBOM I10OCIIE10BATEILHOCTH

PucyHok 16.7. TecmuposaHue Ha KaHaabLHOM/cemegoM ypoeHe (eapuaHm 1)

rayka KaJpoB

]

nopt A(B) >

L]

Ethernet-cers

—

e e

e

e

‘Z — MAakKeT ¢ OMMOKOIN B TECTOBOM MOCIEN0BATEIEHOCTH

PucyHok 16.8. TecmuposaHue Ha KaHAbHOM/CemegoM ypogHe (8apuaHm 2)

KOHBEPTEP l—)-
HHTCpCbE]’ICOB .D HIJ'IeI/I(b

E — MAKeT ¢ OIMOKOH B TECTOBOI I0OCIEI0BATEILHOCTH

Ina4yKa Kaapos

]

TmopT A(B) >

OXO

PucyHok 16.9. TecmuposaHue Ha KaHAAbHOM/CemeaoM yposHe (sapuaHm 3)



17. NakeTHbIN pXXUTTEP

BaykHoii 3amaueit ipu TectupoBanuu Ethernet-cereit siBisieTcs omnpeeneHye akeTHOTO
mxurtepa't. B coorBerctBum ¢ meronukoit RFC 4689 [9], makeTHbII IXUTTep — 3TO
abCoIOTHAs pasHOCTb 3a/lep>KeK paclpoCTpaHeHUsl ABYX I0CTIeI0BAaTEeNbHO MPUHSITHIX
[IaKeTOB, IPUHAAJIeXalNX OLHOMY IIOTOKY OAHHBIX. JOTOT IlapamMeTp MCIOJIb3yeTCs MJis
OLIeHKM BO3MOXXHOCTM CeTU TepefaBaTh YyBCTBUTEIbHbIN K 3aiepkkaM TpaduK, Takoit, Kak
BUJE0 WJIN PEeYb.

17.1. TecTtOBbIN NOTOK

OyHKIMS TeHepalyy TEeCTOBOrO IIOTOKA IPUMEHSIETCS TP M3MepeHUM I1aKeTHOTO
xkuTTepa. CyliecTByeT BO3MOKHOCTb FeHepaluy TECTOBOIO ITOTOKA M M3MepPeHMs ITAaKEeTHOTO
IDKUTTEpa Ha OOHOM IopTy (puc. 17.1), a Takke reHepanuyu TeCTOBOrO MOTOKA HA OJHOM
IOPTY U M3MepeHMsI MAKeTHOTO IXUTTepa Ha Apyrom (puc. 17.2), npuueém mopT Mnpuema
MOKEeT pacIiojiaraThcsl Ha yoaJeHHOM Impubope (puc. 17.3).

reHepanysa TECTOBOI'O ITOTOKA
i .
| 7 S
nopr A(B) ( NUT )i
P N J
? N 4
e
! OmpeneeHue ,Z[}I{HTIfi)a

PucyHok 17.1. MsmepeHue dmummepa. Cxema 1

reHepauurs TCCTOBOIo IOTOKa

i

| —

* 7 e
nopr B(A) 4z \

( NUT ) )uwneiid

nopt A(B) \ :

4 T

! OIpECaACIICHUC I[)KI{[IG_})E__

PucyHok 17.2. 3smepeHue dmummepa. Cxema 2

14 B 6a30ByI0 KOH(MDUTYpaluio He BXOIUT. JIOCTYITHO MpU AOMOTHUTEIbHOM 3aKase onuuy «ET]T».
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p— TeHEepaIusa TECTOBOTO MOTOKA
i mopr AB)— ——nopr A(B) ||
L= . |
e ™ |
'{j 4 g OV 1
| b
OnpeJieNieHHE JUKHTTEpa S

H
H

PucyHok 17.3. U3mepeHue dxummepa. Cxema 3



18. Tect BpemeHu

«TecT BpeMeHN» MO03BOJISIET U3MEPUTDb PACXOXKAeHMe KAl BpeMeHU B CeTSIX OIlepaTOpOB
CBSI3M OTHOCMUTEJIbHO HAllMOHA/JIbHOI IIKaabl BpemeHu Poccuiickoin ®enepanyum UTC (SU)
B COOTBETCTBUM C MpUKa30M MuHKomcBsI3u Poccum N2277.

Pe3ysibTaThl TECTA ITOKA3bIBAIOT, HA CKOJILKO BPeMS Ha TECTUPYEMOM CepBepe OTINYAEeTCS
OT BpeMeHU Ha OIIOPHOM (3TaJIOHHOM) CcepBepe.

B xome TecTa ompenensiOTCs 3HaueHMs BpeMeHM JJjis1 OMOpHOTo cepBepa («Ref»)
u TectupyeMoro cepsepa («Test»). [Ijgg MMHMMAJIbHOI'O, CpegHero M MaKCUMaJIbHOTO
3HAUEeHMI BBIUMCIISIETCS pacxoskaeHne mikan Bpemenn («Diff») mo dopmyie: «Diff=Test-Ref».

[IpoBepKy paboThI cepBepa MOXKHO BBITIOMHSTH 110 IpoTtokony NTP (cm. pasmen 18.2) min
PTP (cm. pa3zgen 18.3).

18.1. TunoBbie cxeMbl BKIIOUYEHUS

Ref

ONOPHBII
cepsep

Test

TECTHUPYEMBIH
cepsep

Diff=Test-Ref

PucyHok 18.1. Tunosas cxema nodkntoyeHus 045 pexcuma NTP

Test

TECTHPYEMBIi
cepaep

Ref

OIOPHBIH
cepsep

Diff=Test-Ref

PucyHok 18.2. Tunosas cxema nodkaoyeHus 0415 pexcuma PTP

18.2. NMopapok usMepeHUs pacxoxaeHus WKan spemenu B pexxume NTP

1. TlogkmouuTh IPMOOP 1Mo cxeMe Ha puc. 18.1.

2. Y6emutbcsl, uYTO B MeHIO «HacTpoiiku» = «YcTaHOBKM mpubopa» = «Omumm»
B criucke npucyTcTByeT onuust «ETTIME».

3. Ilepeittu B MmeHI0 «M3mepeHus» = «Tect BpemeHn» = «HacTpoiikm».

4. B nyHKTe MeHIO «PesxkxuM» BrIOpaTh «NTP».
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18.3.

9.

B nyHKTe MeHI0 «/IMUTeNbHOCTb» 3a5aTh BpeMs IIPOBeIeHNS TeCTa.
[Tepetitu B MmeHo «Hactpoiiku NTP».

B nynkre meHw «OmnopHbiii» 3amaTh IP-agpec wiaM gOMeHHOE MMSI OIIOPHOTO
cepsepa.

B niynkTe meHio «TecToBbIVi» yKa3aThb IP-anpec uian goMeHHOe UMS cepBepa, OJs
KOTOpPOTO TpebyeTcs M3MEepUTh pacXOoXKIeHue IIKaJ BpPeMeHM OTHOCUTEIbHO
OITIOPHOTO CepBepa.

BepHyTbca B MeHI0 «Tect BpeMenu» 1 HaxaTb «Crapt» ( © ).

Mopsapok usmepeHus pacxoxxaeHus WKan BpeMeHu B pexxume PTP

1.

N 1o W

[Moax/m0YnTh IPUOOP MO cxeme Ha puc. 18.2.

V6enutbcsa, 4yTo B MeHI0 «HacTpoitku» = «YcTaHOBKM IIpubopa» = «Omuum»
B crivcke npucyTctByeT onuus «ETTIME».

[TepeiitTu B MeH10 «M3MepeHnsi» = «TecT BpeMeHU» = «HacTpomKkm».
B myHKTe MeHI0 «Pexkum» BbiopaTh «PTP».

B myHKTe MeHI0 «[IJIMTeIbHOCTb» 3a4aTh BpeMsI IIPOBeIeHMs TeCTa.
[Tepeiitu B MeH10 «HacTpoiiku PTP».

B nmynkTe MmeHio «CepBep» BbIOpaTb TUII cepBepa (TECTOBBIN MM OIOPHBIN),
K KOTOpOMY IMOJK/IIOUYEH MOPT, YKa3aHHbBIM B MyHKTe MeHI0 «IlopT».

B nmyHkTe MeH10 «[TopT» BbIOpATh APYroi MOPT U 3a4aTh [IJISI HETO TUII CEpBepa.

B nyHKTe MeHI0 «3aZiep;kKa» yKa3aTb MeXaHU3M onpeneneHns 3agep>kku «E2E» min
«P2P».

10. B nyakTe MmeHIo «/lomeH» 3agaTh Homep PTP-nmomena B coorBeTcTBUM C IEEE 1588.

11. BepHyThes B MeHI0 «TecT BpeMeHM» 1 HaxkaTb «Ctapt» (' ).
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19. TecToBble faHHbIE

Tect «TecToBble JaHHbIE» MMO3BOJISIET M3MEPUTh KOIMYECTBO INepedaHHbIX U MPUHSITHIX
IAHHBIX, @ TaKKe MPOAO/DKUTEIbHOCTh CeaHCa Mepeaauyy B COOTBETCTBUU C MHPUKA30M
MunkomcBsi3u Poccum N2277.

11 u3MepeHusT KOJIMUeCcTBa MepeJaHHbIX M IIPUHSITHIX JaHHBIX IMPUOOP MOAK/IIOUAeTCS
K TeCTUPYEMOMY YCTPOICTBY M BBIMIOJIHSIETCSl reHepalysl 3aJaHHOrO0 KOJIMUYeCcTBa ITaKeTOB

mau 6aiToB. [IJig aHaM3a paboThl TECTUPYEMOTO YCTPOICTBA KOJIMUYECTBO MAKeTOB 1 0aJTOB,

3aduKCcUpoOBaHHOE TPMOOPOM, CPAaBHMBAETCS C ITOKA3aHUSIMU TECTUPYEMOTO YCTPOIICTBA.

[t 3MepeHusI MPOIO/KUTEIbHOCTY ceaHca rmepefauy JaHHbIX MPUOOP MOIKII0UAETCS
K TeCTUPYEMOMY YCTPOICTBY ¥ BBINIOJHSIETCSI TeHepauusl JAaHHBIX B TeueHMe 3aJaHHOIO
BpeMeHu. [Ijs1 aHanmu3a paboThl TECTUPYEMOTO YCTPOMCTBA 3aJaHHAs IJIUTEIbHOCTH
reHepauyy CpaBHUBAETCS C ITOKA3aHUSIMY TECTUPYEMOTO YCTPOICTBaA.

19.1. TunoBaqa cxemMa BKIIOYEHUSA

TECTHUPYEMOE

YCTPOKUCTBO

PucyHok 19.1. Tunosas cxema nodkMoYeHUs 0415 nposedeHuss mecma «Tecmosbie OaHHbIE»

19.2. nOpﬂﬂ,OK U3MepeHUa Koandectea nepeaaHHbIX U NPUHATbIX AaHHbIX

1.
2.

[Moax/MI0UYMUTH IIPUOOP MO cxeme, IIpeacTaBJIeHHOoM Ha puc. 19.1.

V6enutbcss, uTo B MeHIO «Hactpoiikm» = «YCTaHOBKM IIpubopa» = «Omnmum»
B cucke npucytcTByeT onuus «KETDATA».

[IepeiiTu B MmeHI0 «I3MepeHusi» = «TeCcTOBbIe TaHHbIe» = «HaCcTpomKm».

B nyHkre wmeHioo «[lopT mnpuéma» ykKasaTb MNOPT i MOpuUEMA AAHHBIX
OT TeCTUPYEMOTO YCTPOMCTBA.

[TepeiiTu B MeHIO «TeCTOBBIN TOTOKY.

B nyHkTe MmeHio «IlopT mepemauu» BbIOpaTb MOPT MJis Tepemauyu JaHHbBIX
Ha TeCcTUpyeMoe YCTPOCTBO.

B myHKTe MeHI0 «OrpaHuveHue» BbIOPATh «I10 6aiTaM» WM «I10 TTaKeTaM».

B nynkre MmeHio «Kom-Bo 6aitT» mam «Kom-Bo makeToB» 3a7aTh HeEOOXOOMMOeE
KOJINYECTBO 0aMTOB MJIM TTAKETOB JIJISI TeHepalluu.
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9.

10. BepHyTbcs B MeHI0 «TeCcTOBBbIE JaHHbIE» M HaxKaTb «CTapT» (

[TepeiiTi B MeHIO «3aroJI0OBOK» U BBITIOJIHUTD HACTPOMKY 3arojiOBKa.

F1 )

19.3. NMopapoK usmMepeHns NPOAOC/HKUTENbHOCTH CeaHca Nepeaayn AaHHbIX

1.
2.

10. BepHyTbcs B MeHI0 «TecTOBbIe JaHHbIe» U HaxKaTb «CTapT» (

[MoaxmIouYnTh IPUOOP MO CXeme, IIpeacTaBJIeHHol Ha puc. 19.1.

V6enutbcs, 4To B MeHI0 «HacTpoitku» = «YcTaHOBKM IIpubopa» = «Omuum»
B CIiMCKe npucyTcTByeT onuyst «<ETDATA».

[TepeiiTu B MeH10 «MI3MepeHnsi» = «TecTOBbIe JaHHbIe» = «HaCTPONKM».

B nyHkre wmeHw «[lopT mnpuéma» yKasaTb IOPT IS IIpUEéMA JTaHHBIX
OT TeCTUPYEMOTO YCTPOMCTBA.

[TepeiiTi B MeHIO «TeCTOBBIN [TOTOKY.

B nyHkTe MmeHio «IlopT mepemauu» BbIOpaThb MOPT MAJis1 TepegauyM AaHHBIX
Ha TecTMpyeMoe yCTPOICTBO.

B nmyHkTe MeH0 «OrpaHNYeHNe» BbIOPATh «I1I0 BpeMEHM».
B nmyHKkTe MeHI0 «/IJINTeIbHOCTh» 3a1aTh IJIMUTEIbHOCTh reHepalyn.

[TepeiiTu B MeHI0 «3aroJIOBOK» U BBITIOJIHUTH HACTPOIKY 3arojioBKa.

Fi)y,
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20. HapyweHue obcnyxupaHus

Tect HapymeHus ob6caykuBaumst (Service Disruption Test) IT03BOJISIET OIIpemeNIUThb
IJIUTETbHOCTh TIpepbIBaHMIi cepByMca B CEKYHIAX U MaKeTaX, a Takke 3apMKCUPOBATH IATy
" BpeMsi Hauajia o6pbiBa CBSI3U C CEPBUCOM.

I[Tom cepBMCOM ITIOHMMAETCS CeTEBOE YCTPOICTBO ¢ (PYHKIIMeEN ITepeHarnpaBiaeHns Tpaduka:
nuieiid, 3epkaqupoBaHme, TpaH3UT C ITOPTa Ha OpT. [lofd mpepbiBaHMEM — ITIepUOJ, BpeMeHH,
B TeueHle KOTOPOTO CEPBUC MepecTaeT BbIMOJHATh PYHKIMM ITepeHanpasieHus Tpaduka.

20.1. TunoBblie cXxeMbl BK/IIOYEHUS

BepkyT-ET BepkyT-ET
nopt A
leHepaumsa
Tpaduka nopt A(B)
Cepeuc leHepauns | Cepeuc D wnend
W aHanu3
nopt B Tpaduka
AHanuz
Tpadmka

PucyHok 20.1. Cxembl 8KAOYEHUS € UCN0/b308aHUEM 00H020 npubopa

BepkyT-ET 1 BepkyT-ET 2
nopt A(B) nopt A(B)
leHepaunsa [ > Cepsuc —|  AHanus
Tpaduka Tpadmka

PucyHok 20.2. Cxema ekiro4eHUs € UCN0Ib308aHUEM 08YX Npubopos

20.2. NpoBseneHue TecTa

11 IpoBeieHMs TeCTa IO OHOM 13 CXeM, IpeacTaBieHHbIX Ha puc. 20.1, cienyer:

1. Ilepeiitn B MeHio «Hapymienne ob6cayskuBaHusi» = «HacTpoiiku». B IyHKTe MeHIO
«TecToBbIIi TOTOK» BbIOPATh «BKJ» U BBIMIOJHUTH HACTPOIIKY TECTOBOI'O ITIOTOKA B MEHIO
«HacTpoiiku moToka».

Ipumeuanue. B myHkTe MeHI0 «OTmpaBKa» HeOOXOIMMO BbIOpaTh «BbBIKI»: reHepaius
TEeCTOBOrO II0TOKA HAYHETCSd aBTOMAaTUMUYeCKM TMpu 3amycke Tecta «HapyuieHue
obcmyskMBaHMUs». [JINTENbHOCTh TeHepalMy He MMeeT 3HaAueHUs — OyJeT MCII0Ib30BaHO
3HaueHMe, yKa3aHHOe B HaCTPOiiKax Tecta «HapyiieHne o6C/Ty>KMBaHUSI».

2. Mlepeittu B MeHI0 «HapyiieHue oO6caykuBaHus» = «HacTpOKM» U BBIMTOJHUTD
HACTPOMKY TecTa.
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3. [lepeiiTu B MeHIo «HapylieHne 06CIy>KMBaHMSI» M HAXaTb Ha KiaaBumry  («CTapT»).

Ea A:1000 — B:1000 - 10:58

HapyweHue obcnyxmreaHWA

Max duration, us :
Min duration, us :
Avg duration. us :
Total duration, us:
PKTs :

INT=s :

Unhandled INTs: 372
Elapsed time : 00:00:01

HacTponkmM

Crapt Mpepueana  Coxp./3arp.

OO b ok

Pucyrok 20.3. lpumep pe3ynsmamos mecma

[Ipy HakaTMM Ha KIaBuimy =

(«[IpeppiBaHMSsI») BBITIOJHSIETCS IlIepexol, B MEHIO,
B KOTOPOM [OCTYMHHBI 3ammucu O mnepBbix 100 mpeppiBaHMSAX: OaTa M BpeMs Hadaia

IIpepbiBaHVid, OJIUTEJIbBHOCTD ITPEPbIBAHMS B MKC U ITaKeTax.

EE  A:1000 - B:1000 - 10:59

HapyweHue obcayxvBaHMA

MNpepwBaHKUA
# npepoBaHAa B

Started : O7-03-2019
08:25:57,976687669
Duration, us: 1
PkTs : 1
L w

PucyHok 20.4. Mento «lpepeisaHus»
s ipoBeieHMs TecTa 1o cxeMe Ha puc. 20.2 cienyer:

1. Y6enutbcs, uTo Ha ob6oux mpubopax bepkyT-ET ycTaHOBIEHBI OIMHAKOBBIE BEPCUU
IIPOrpaMMHOT0 obecrneueHusi: MeHIo «bepkyT-ET. HacTpoiiku» = «YcTaHOBKM TpMbOpar»
= «HpopMmaLys».

2. Ha npub6ope BepkyT-ET, KoTopblii OymeT aHanu3upoBaTh Tpaduk, MepeiiTv B MeHIO
«Hapy1eHne o6caykuBaHust» = «HacTpoiKu» 1 BBITIOJHUTh HACTPOIKY TECTa. B IyHKTe
MeHIO «TecToBbIN ITIOTOK» BbIOPATh «BBIKII».

3. Ha mpubope BepkyT-ET, KoTOpblii OymeT reHepupoBaTh Tpaduk, MepeiTv B MEHIO
«HapymieHue ob6cmykuBaHusi» = «HacTpoitku». B nmyHkTe MeHIO «TeCTOBbIi MOTOK»
BbIOpaTh «BKI» M BBIMOJTHUTH HACTPOMKY TECTOBOrO ITIOTOKA B MeHIO «HacTpoiiku
MoToKa». B myHKTe MeHI0 «OTIIpaBKa» BbIOpPATh «BKiI».
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Ilpumeuarue. [InMUTEeNBbHOCTh TeHepallMM TeCTOBOTO IIOTOKA JOJKHA IIPEeBBIIIATDH
IJTUTETBbHOCTD TecTa «HapymieHne o6Cy>KkuBaHUsI».

4. Ha nipubope BepkyT-ET, KOTOpBII OydeT aHaJIM3MpoBaTh Tpaduk, MepeiTu B MEHIO
F

«HapymeHue o6¢cyKMBaHMSI» M HA)KATh Ha Knapumy '+ («CTapT»).
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21. MeToaMKa NpoBepKK HA COOTBETCTBUE NPUKasy MMHKOMCBA3U
Poccun N2277

IaHHAsg MeTOoHIMKa OImpenesseT IOPSIOK IpoBedeHus MpoBepku mnpubopa Bepkyr-ET
Ha COOTBETCTBME TpuKasy MuHKomcBsI3u Poccun N2277 «O6 yrBepskaeHun OO6s13aTeIbHbIX
METPOJIOTMUECKMX TPeOOBaHMII K M3MEPEeHMUSIM, OTHOCSIIMMCS K cepe rocymapcTBEHHOTO
perynmpoBaHusi obecriedeHnst eJMHCTBA M3MepeHUi, B 4acTy KOMIeTeHI MMHUCTepCTBA
CBSI3M UM MaCCOBBIX KOMMYHMKauuin Poccuiickon @epepanum». Bepcust mporpaMMHOIO
obecnieueHus npubopa bepkyT-ET momkHa 6bITh He Hiske 1.1.18.

1. Tlopsmok MpOBEePKM BBIMIOJHEHUST TPeOOBaHMIA IT0 KOJIMYECTBY MepeqaHHol (IIPUHSTOI)
MHbopMaum (TaHHBIX):

1.1. TIogkII0UNTh GJIOK MUTAHMS K Pa3bEMY IIUTAHMS U BKIIOUUTH ITpubop bepkyT-ET.

1.2. [Topxmounts nopThl A, B 1 LAN bepkyT-ET Kk mapuipytusaropy (cm. puc. 21.1).

1.3. Y6enuThcs, YTO coemyHeHe YCTaHOBIEHO — MHAMKATOp «Link» moptoB A, B 1 LAN
TOPUT 3€JIEHBIM.

1.4. Tlogkm0YnUTh MPUOOP, C TTOMOIIbI0 KOTOPOTO BBITIOJHSIETCSI MPOBepKa (Jajee II0
TEKCTY — IIPOBEPSIONINI IIPUO0P), K MapIIpyTH3aTopy (cMm. puc. 21.1).

1.5. TlogkI0uNTh I€PCOHAJbHBIN KOMIIbIOTEp HemocpeacTBeHHO K bepkyT-ET win
K JIOKQJIbHOM CeTu, B KOTOpoi1 HaxoauTtcs bepkyT-ET.

MapLlpyTn3aTop
A B Port
LAN —
bepkyT-ET npoBepALWMin npubdop

PucyHok 21.1. Cxema nodkaoyeHus npubopos 0715 Npos8epKU 8bINOJIHEHUS mpebosaHuli no Koauyecmsy nepedaHHol
(npuHamo) uHgopmayuu

IMpumeuanue. Ha puc. 21.1 npuBeneHa obmiasa cxema noakaoueHnus bepkyr-ET 6e3 yuera
0COOeHHOCTe MOAKIIoUeHMS TTPOBepsIolero npmubopa.

1.6. ITogkmtounTbes K bepkyT-ET mo mpotokosy SSH 1o yuéTHOI 3ammchio «adminy.
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Ipumeuanue. Tonpo6HOe omucaHue TaHO B JOKyMeHTe «Tectep-aHannu3aTtop ceteii Ethernet
bepkyT-ET. KpaTkoe pyKOBOACTBO 110 SKCIUIyaTal[U».

1.7. CopocuThb CTaTUCTUKY Ha TIOpTax A u B.

Ipumeuanue. Vinpopmaiiusi 0 KOMaHIaxX IpuUBeIeHa B AOKyMeHTe «TecTep-aHaamM3aTop
cereit Ethernet BepkyT-ET. PykoBOACTBO 110 KOMaHAAM yAaJ€HHOTO YIIPaBIeHMSI».

1.8. Briounthb pexxum «TpaH3uUT».
1.9. Ha mpoBepstioniem pudope BKIIOUNTh reHepalnio TeCTOBBIX JaHHBIX.
1.10. ITocse 3aBepiieHMs reHepauyy IMIPOCMOTPETh CTaTUCTUKY Ha bepkyT-ET.

1.11. CpaBHMTH KOJIMYECTBO MAKETOB U 0AiITOB, MepeJaHHOe ITPOBEPSIIOIIMM IIPUO0OPOM,
C KOJIMYECTBOM ITaKeTOB U 6aiiToB, 3aduKcupoBaHHbIX bepkyT-ET.

1.12. TIpu HeOOXOAMMOCTH ITIOBTOPUTD MPOIIEAYPY reHepalu TeCTOBBIX JAHHBIX.

2. TlopsimoK MpOBepKM BBITIOJTHEHMS TPEOOBAHMIA 10 PACXOKIEHMIO IITKA/Ibl BpEMEHN:
2.1. TTogk/II0YnTh GJIOK MUTAHMUS K pa3bEMY IUTAHUS U BKIIOUUTH ITpubop bepkyT-ET.
2.2. lMogxmounts nopt A (B) m mopTt LAN BepkyT-ET K mapiipytusatopy (cm. puc. 21.2).

2.3. Y6enuThCsl, YTO COeIMHEHNE YCTaHOBIeHO — mHAuKaTop «Link» moptoB A (B) u LAN
TOPUT 3€JIEHBIM.

2.4. [logkmounTh  OpoBepsiomnii mpubop ¢ ycraHoBiaeHHbIM NTP-kineHTOM
K MapiipyTusatopy (cm. puc. 21.2).

2.5. MTogkmounTk ITK HemocpencTBeHHO K bepkyT-ET min K JIOKa/JIbHOM C€TH, B KOTOPOIA
Haxonutcs bepkyT-ET.

MapLlpyTn3aTop
A/B Port Port
LAN —
bepkyt-ET nposepaioLWwmii npubop NTP-cepsep

PucyHok 21.2. Cxema nodknoyeHus npubopos 015 NposepKU 8bIN0JIHeHUs mpebo8aHuli N0 pacxoxoeHUo WKaAbI
8pemMeHu
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Ipumeuanue. Ha puc. 21.2 npuBegeHa obmas cxema noakimwoueHus: bepkyr-ET 6e3 yuera
0COOEeHHOCTel MOAK/II0UeHNs TPoBepsitolero npubopa.

2.6. ITopxnmounTbes K bepkyT-ET o mpotokony SSH nop, y4€THO 3aIIMChIO «USer».

Ipumeuanue. Ionpo6HOe omucaHue NaHO B JoKyMeHTe «Tectep-aHannu3aTtop ceteii Ethernet
bepxkyt ET. KpaTKkoe pyKOBOACTBO 110 3KCIUIyaTalU».

2.7. [lepei T O YYETHYIO 3aIIMCh «IO0t».

2.8. Hactpouts bepkyT-ET B kauecTtBe NTP-cepBepa.

2.9. 3agaTb sTanoHHbI1 NTP-cepsep.

2.10. ITpoBepuTh NMOAKIIOYEHME K CETU, B KOTOPOI HaxoAuUTCs 3TamoHHbI NTP-cepBep.

2.11. OctaButb bepkyT-ET 1 mpoBepsioinii Ipubop MoaKIoUYeHHbIM K ceTy Ha 86 400 ¢
(24 gaca).

2.12. Kakaplii TeCTOBBIV IIepMOJ IIPOBEpSIIOIIMII MpMOOp ompenenseT 3HaYeHMe
IOMyCKaeMOI ITOTPENTHOCTY U3MePEeHUST paCXOXKAeHMS IKaJIbl BDeMEHMU.

2.13. YoenuTbcsl, UTO 3HAUEHMe [TOMYCKAeMOJ IOrpPelIHOCTM HaXOIUTCS B Ipejesax
*0,3 c.
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